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Privacy and Medical-Records Research
To the Editor: In his Sounding Board article (Nov. 13 issue),1 Melton ignores the very reasons he lists for why
many people support legislation that requires specific consent on the part of patients for access to medical records
by medical researchers. Even more disturbing is his incorrect assertion that there is an absence of documented
abuses related to approved research projects. Abuses of genetic testing have been amply documented.2
Researchers, members of institutional review boards
(IRBs), and health advocacy groups have acknowledged
the fact that we can no longer guarantee privacy and confidentiality in an age of electronic medical records.3 The
logistic hurdles associated with medical- and research-record gatekeeping make errors inevitable. Because of this reality, it is more important than ever to ensure the use of
informed-consent procedures that convey this potential
loss of privacy as one of the risks of research. And because
the misuse of genetic information could be especially damaging, we need public policies that specifically address genetics research.
Although there are greater costs associated with recontacting individual subjects and gaining renewed consent
for any additional research uses of tissue samples or medical records, this is a price we must be willing to pay. Much
valuable research will still be able to go forward, and society will not be harmed in any meaningful fashion.
As we move to create better public policies in this area,
we must retain our tradition of protecting human subjects
and their right to consent or to refuse to consent before
any use is made of their medical information for research.
As a staff lawyer with the Office for Protection from Research Risks recently stated: “If there’s any possible way
that you can go back to one identifiable human being,
then you have to provide the twin protection of Institutional Review Board review and informed consent. . . . It
may be difficult in the context of tissue banking, but at the
moment, that is the standard.” 4
As long as we have no national health plan with guaranteed access to health and medical care, and thus the release of research-related information can result in the loss
of access to services, the need to guarantee confidentiality
will remain essential.
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To the Editor: In the belief that society can only benefit
from epidemiologic studies, Melton proposes that IRBs
make all decisions concerning the release of medical records to researchers. He assumes these boards will do little
or nothing to impede the kinds of studies that have become possible, or soon will, as a result of the computerization of medical records and the creation of a national
system of electronically linked records.
Others are less sanguine than he. The Privacy Commissioner of Canada has written in his recent annual report:
“Easy as it is to rationalize data gathering as beneficial for
the individual and society, the information might not be
used for benevolent purposes. The collection of medical
data can slide imperceptibly from health care to medical
supervision to lifestyle surveillance and, ultimately, to a
more generalized form of surveillance by the state.” 1 By
Melton’s own account, Mayo’s patients are concerned
about such dangers and about the migration of their records without their knowledge.
As Edgar and Rothman have noted, the current IRB system is not well designed to protect patients’ rights and patients’ interests.2 In a recent report to the Department of
Health and Human Services, Lowrance questions whether
IRBs are “able and willing” to “become more deeply engaged with the privacy and confidentiality aspects of subject protection than they have been.” 3 In recent years, a
number of commentators have argued that the IRB system
needs restructuring, a view with which I concur.2,4
Some of the issues raised by Melton, including those
pertaining to making medical records anonymous, are discussed more fully in a group of papers from a 1997 symposium on medical-record confidentiality and data collection.5 Much more reflection and debate are needed if we
are to design satisfactory policies with respect to the handling of personal medical information.
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Brandeis University
Waltham, MA 02254
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To the Editor: Melton states that the Rochester Epidemiology Project, begun 30 years ago, was possible because
state law allowed researchers access to medical records.
Not so. Melton’s quotation of the law supporting his assertion actually comes from a 1992 statute.1 Thirty years
ago, Minnesota statutes were silent on the confidentiality
of patients’ records, but in 1976, a new state law granted
that patients of health care facilities “shall be assured confidential treatment of their personal and medical records,
and may approve or refuse their release to any individual
outside the facility.” 2 Melton’s article fails to clarify under
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what statutory authority this sharing of identified patient
records in the Rochester Project occurred.
Melton also neglects to mention that because of lobbying by the Mayo Clinic in 1996 and 1997, the new consent requirement pertains only to records generated on or
after January 1, 1997, and only to releases to external researchers.3
In addition, Mayo supported the full release of medical
records to external researchers without consent after “reasonable efforts” had been made to obtain consent. The final language of the 1997 law authorizes the release of records without the patient’s consent if the patient has not
responded within 60 days after the second request for authorization is mailed.4 Therefore, because of Mayo’s lobbying efforts, many medical records in Minnesota can be
used by researchers without the patients’ consent.
It is not comforting to patients that a physician would
advocate either “constructed consent” (majority-conferred
obligation) or decisions by IRBs as methods to bypass the
patients’ concern about privacy.

ed in the released data. Melton seems intent on complete
access to identifiable information. But he could have conducted his hip-fracture study without identifiable data. All
he needed was age, sex, diagnosis (i.e., hip fracture), and
date of diagnosis for each stratum. Generalization, suppression, and anonymous linking are among the various
computational techniques currently available.1,4 These techniques are intended to release the minimal data needed in
the most general format possible, ensuring confidentiality,
on the one hand, and usefulness, on the other. In cases in
which identifying information is required, these techniques
reduce unnecessary risk.
Fear and concern about privacy in the computer age are
justified, but the options are not limited to past practices;
a new spectrum of solutions is emerging. If researchers
want patients to release sensitive data, they should be willing to use technology that ensures patients’ privacy within
the released data.
LATANYA SWEENEY, S.M.
Massachusetts Institute of Technology
Cambridge, MA 02139
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Dr. Melton replies:
To the Editor: Melton describes an environment at the
Mayo Clinic in which there has been a long tradition of
researchers’ using patients’ records in an open manner. But
until recently, there existed natural limits that protected
patients’ privacy; technology now erodes these limits at an
alarming rate. For example, the physical labor previously
involved in manually reviewing records provided an economic boundary that restricted the dissemination of person-specific data. Researchers were once physically limited
to the records facility itself to gather needed information,
but in a globally networked society it is possible for a researcher located anywhere in the world to gain immediate
electronic access to patients’ files. Today’s technology does
pose unparalleled threats to patients’ privacy, but today’s
technology also offers solutions.
Many details about our lives are documented on computers, and when this information is linked together, the
resulting profiles can identify individual persons as accurately as fingerprints, even when the information contains
no explicit identifiers such as name and address.1,2 The increase in the availability of detailed data, as well as inexpensive technology to process it, is having a dramatic
impact on research. Having more clinical information
available will probably lead to more epidemiologic studies,
especially since it can help ensure the validity and generalizability of specific studies. Most likely this will result in a
dramatic increase in the number of records released.
A Harris–Equifax poll3 implies that the public would be
willing to share information for research, provided researchers and others could not identify any person includ-

To the Editor: Norsigian and colleagues distort my attempt to report on testimony to the National Committee
on Vital and Health Statistics indicating that there were no
documented abuses specifically related to approved research projects involving medical-records review,1 the topic
of my article. There is legitimate widespread concern
about possible abuses of genetic information by insurers
and employers, as emphasized by our focus group, whose
members also worried about encroaching governmental
surveillance and recognized greater risks associated with
electronic data. However, informed consent does not solve
any of these problems, and my recommendation was that
regulations be focused more directly on the potential
abuses of medical data.
As Brase points out, there were no restrictions on the
release of medical data 30 years ago, although data for the
Rochester Epidemiology Project were obtained under custodial agreements with the other providers. When restrictions were imposed, Minnesota legislators provided the
exception for epidemiologic studies that I described. The
new Minnesota law governing the external release of medical data took effect on January 1, 1997. “External” release
was subsequently clarified to be consistent with Minnesota
law relating to private data generally. At the Mayo Clinic,
however, research access to medical records is denied even
within the institution when patients have refused the research authorization.
Investigators in epidemiologic studies would have no interest in patients’ identities were it not for the need to link
events with their outcomes and to distinguish unique pa-
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tients cared for by multiple providers. It is obvious that
even a patient with a discrete event like hip fracture might
be seen at an emergency room, a hospital, an extended
care facility, and an outpatient clinic, all of which might
report data on the same patient independently. Sweeney’s
comments in this regard indicate little experience in the
conduct of such studies, where these problems have been
amply documented.
Ultimately, it seems futile to debate these issues philosophically. In my opinion, the issue is not whether privacy
is intruded upon or whether research is hampered but, instead, whether patients are being helped or harmed. It is
naive to believe that no unintended adverse consequences
will attend more restricted access to medical records for research, and it is irresponsible to ignore them as Norsigian
and her colleagues do. Although the issues are complicated, there needs to be a balancing of the concern for privacy with patients’ need for accurate data on outcomes
and with society’s need for information about the causes
of disease and the effectiveness of medical care.
L. JOSEPH MELTON III, M.D.
Mayo Clinic and Foundation
Rochester, MN 55905

TABLE 1. CHARACTERISTICS OF 164 PATIENTS
WITH ORGANOPHOSPHORUS POISONING.
NO. OF
PATIENTS (%)

CHARACTERISTIC

Sex
Male
Female
Age — (yr)
14 to 25
25 to 50
50
Mode of poisoning
Suicide attempt
Accident
Agent
Phosphamidon
Malathion
Dichlorvos
Tic-20
Unknown
Means of exposure
Ingestion
Inhalation
Topical application
Outcome
Recovery
Death

50 (30.5)
114 (69.5)
55 (33.5)
86 (52.4)
23 (14.0)
122 (74.4)
42 (25.6)
91
20
14
17
22

(55.5)
(12.2)
(8.5)
(10.4)
(13.4)

140 (85.4)
7 (4.3)
17 (10.4)
155 (94.5)
9 (5.5)

1. Health privacy and confidentiality recommendations. Washington,
D.C.: National Committee on Vital and Health Statistics, June 25, 1997.

Organophosphorus Poisoning in the Kashmir
Valley, 1994 to 1997
To the Editor: An estimated 1 million serious accidental
poisonings and 2 million suicide attempts involving organophosphorus compounds occur each year worldwide.1
India ranks second in Asia in annual pesticide consumption.2
We prospectively studied 164 patients (age range, 14 to
58 years) from different districts of the Kashmir valley,
who were seen in the casualty department of SMHS Hospital, Srinagar, India, with a history of exposure to organophosphorus compounds between April 1994 and July
1997 (Table 1). Most of the patients (74.4 percent) had
consumed these agents to attempt suicide. Phosphamidon
was the agent most frequently ingested. Two thirds of the
patients lived in districts with large areas of apple orchards.
About 90 percent had consumed 5 to 50 ml of various
agents; the rest had taken more. About 80 percent were
seen within two to four hours. Thirty-eight patients (23.2
percent) initially denied consumption of these agents,
though they had clinical features of poisoning. The precipitation factors in the suicide attempts were strained social
relations (in 30.3 percent, mainly caused by the death of
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a close relative in the current political unrest), failure in examinations (20.5 percent), unemployment (18.0 percent),
failure in love affairs (14.0 percent), and others (17.1 percent). Nine patients died, and 155 recovered.
Organophosphorus compounds are commonly used as
insecticides, pesticides, and fungicides in Kashmir. Since
1990, political unrest has caused great suffering and mental trauma among the residents of Kashmir. The high incidence of organophosphorus poisoning with suicidal intent is but one of many manifestations of the tragic
consequences of this unrest.
G.M. MALIK, M.D.
M. MUBARIK, M.D.
G.J. ROMSHOO, M.D.
Government Medical College
Srinagar, 190010, Kashmir, India
1. Jayaratnam J. Acute pesticide poisoning: a major global health problem.
World Healthstate Q 1990;43:139-44.
2. O’Malley M. Clinical evaluation of pesticide exposure and poisonings.
Lancet 1997;349:1161-6.
©1998, Massachusetts Medical Society.

Apr il 9 , 1 9 9 8
The New England Journal of Medicine
Downloaded from nejm.org on February 11, 2011. For personal use only. No other uses without permission.
Copyright © 1998 Massachusetts Medical Society. All rights reserved.

