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Research Topic 
Network Trust Domain 
 
Research Problem 
How do you maintain computer security from network attacks emanating internal to the 
trust domain? 
 
Problem Statement 
Given a network trust domain and malicious code, construct attestation that enables a 
verifier to obtain assurance of what code is being executed on nodes inside the network.  
 
Problem Description 
Nodes in a computer network may execute a malicious code on the network.  If the 
malicious node is external to our trust domain, many attacks can be avoided through 
authentication and encryption.  Attacks emanating internal to the trust domain, however 
creates a greater challenge.  Code attestation enables a verifier to obtain assurance of 
what code an un-trusted node is executing.  Programs running on a remote system store 
hash codes on a PCR register that can be securely transmitted to a verifier.  
Unfortunately, there are still weaknesses in this system.  The goal of research is to 
improve security internal to the trust domain. 
 
Computer Science Perspective 
This research is focused on improving the internal security of a network.  This is 
important for maintaining a network and guarding against an attack for a variety of 
applications. 
 
Disciplines Actively Involved 
Mathematics 
 
Other Discipline Involved 
Cryptography is widely used in this research.  Cryptography is an application of abstract 
algebra (mathematics) that studies message secrecy.  Issues in complexity theory and 
information theory are also used in this research. 
 
Actively Involved Discipline is defined as a discipline associated with an investigator 
working on the research problem. 
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