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Privacy: Users Perspective

Projktet.

at jeg til enhver tid kan udtraade af Projektet og levere mobiltelefonen tilbage.
Yderligere er undertegnede indforstaet med, at det er en betingelse for min deltagelse i Projektet og for udlevering af
telefon til brug under Projektet: @ a C C e p e O n | ﬂ e

at jeg ved udlevering af telefon af maerket LG Nexus 4 til min brug under min deltagelse i Projektet, betaler et depositum
pa kr. 300,00. Dette depositum kan DTU bruge som sikkerhed for, at jeg afleverer telefonen tilbage i god stand ved min

afslutning af deltagelse i Projektet eller ndr DTU beder mig om at tilbagelevere t ' O A t h 2 t |< b t t d

at jeg far mit depositum retur nar jeg returnerer telefonen og denne er i en almindelig god stand. @ C re a | n g U O e ﬂ e \/\/ e e ﬂ S U y
at jeg indsaetter et SIM kort i telefonen og benytter den som min primaere (mobil) telefon. .

at jeg er indforstaet med, at DTU til brug for Projektet, registrerer og indsamler data angaende Bluetooth, mobil-master, a ﬂ d U S e r— S e r\/ | C e

WiFi netvaerk, opkaldte (men hashede/anonymiserede) telefonnumre og opkaldstid (intet indhold), afsendte SMS og

tidspunkt (intet indhold; numre hashet som ovenfor), kontakter i telefonens telefonbog (ligeledes hashede informationer).
Derudover indsamles oplysninger om forbindelser pa online sociale networks (fx Facebook).

at jeg vil blive anmodet om at deltage i en raekke spergeskemaunderseggelser. Hvis jeg vaelger at deltage i disse, er jeg
indforstaet med, at resultaterne fra disse anvendes i anonymiseret form i forskningsprojektet pa lige fod med den data @
indsamlet via min telefonbrug under Projektet. ) )

at jeg er indforstaet med, at den indhentede og registrerede data anvendes i det forskningsprojekt som Projektet er en del

af med henblik pa publicering af forskningsprojektets konklusioner. f r‘ O m g | ‘t

at DTU ikke er ansvarlig for min brug af mobiltelefonen under Projektet. Det betyder, at hvis jeg eksempelvis via
mobiltelefonen uploader, downloader eller videreformidler ophavsretligt beskyttet materiale pa ulovlig vis, uploader,
downloader eller videreformidler andet ulovlig materiale eller far eller spreder vira via mobiltelefonen, kan jeg ikke holde

acceptance stored includin I
at mobiltelefonen jeg har fiet udleveret til brug for Projektet er til Idns og DTU vil kraeve telefonen retur nar @ p g g

forskningsprojektet afsluttes. DTU vil dog give mig et rimeligt varsel om tilbagelevering af telefonen pa mindst 2 maneder,
medmindre DTU’s krav om tilbagelevering er begrundet i mit brug af eller behandling af telefonen.

at DTU kan rejse krav om erstatning overfor mig, hvis jeg med vilje eller ved grov uagtsomhed gdelaegger eller beskadiger C O r I l r r l | t
mobiltelefonen eller eksempelvis anvender mobiltelefonen til ulovlige aktiviteter eller andet, som paferer DTU et tab.

at DTU ikke kan holdes ansvarlig for eventuelle skattemaessige konsekvenser i forbindelse med mit 1dn og brug af
mobiltelefonen under Forsgget.

Ved min godkende godkendelse tiltraeder jeg hermed denne Tiltraaedelseserklzering.

Arkadiusz Stopczynski. Not you?

o (D
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Mine Projekter

Denne side indeholder en oversigt over de projekter jeg deltagaer i.
| ojeblikket er det kun SensibleDTU, men der kunne potentielt vaere andre.

SensibleDTU

Stort projekt hvor smartphones moader forskning i sociale systemer!

Applikationer

Nedenfor ser du en oversigt over de applikationer du har godkend til studiet. Indtil videre har vi kun spergeskemaet klar,
men det bliver fx her at du skal godkende de apps der korer pa telefonen for at indsamle data, osv.

Questionnaire X3

Denne applikation er et sporgeskema du skal udfylde inden du kan fa telefonen udleveret. Nar du har udfyld sporgeskemaet kan du booke en tid til at fa

tlefonen udloveret. Allow Sensible Explorer to

is not allowed to submit your ‘ ‘
answers Allow >

[_2ccossyour ocatin deta|

Phone Data Collector

can submit data from your phone

« Battery, Time Offset, Screen On/Off
« Hardware Info

« Location

» WIiFi scans

« CellID

« Call & SMS Log (no nhames, no humbers, no content)

« Contacts (no names, no humbers)

access your Bluetooth data

Bluetooth is used to see people you are meeting

- (28
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Sensible Data: open Personal Data System
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Network Privacy
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Collaboration with DTU

Confidentiality Agreement

For the purpose of participating in the Research Project: SensibleDTU/High Resolution Net-
works/Social Fabric, supervised by Associate Professor, Sune Lehmann, DTU Compute (hereinafter
the "Project Supervisor”):

I, the undersigned,

e Title (mr/mrs/ms/dr/prof):

* Name:

e Student Number:
e Address:

* Phone:

¢ Personal email:

hereby declare my understanding and full acceptance of the conditions listed below subject to which |
participate in the Research Project:

1. all information regarding the Department’s know-how and research results, including but not
limited to the Research Project and other research projects, written as oral, exchanged between
any of the Research Project participants, shall be treated as strictly confidential

2. no information regarding the Research Project may be published or disclosed to any third party
without the express written consent of the Project Supervisor, with the exception of information
which:

a. was in the public domain or otherwise made available to the general public at the time of re-
ceipt;

b. was in my possession without any restrictions as to confidentiality before the Research Pro-
ject was initiated;

c. was received from a third party with no relation to the Research Project.

3. publication of own Research Project results of any kind in dissertations articles or oral presenta-
tions or in any other form is subject to the written approval of the Project Supervisor. The Pro-
ject Supervisor shall ensure that publication is not in any way detrimental to the possibilities of
commercial exploitation of invention or software made in connection with the Research Project,
as well as privacy of study participants. The Project Supervisor may as a condition for approval
request that a dissertation which is to be used as an exam project be provided wholly or in part
with a confidentiality clause in respect of parties other than the examiners.

4. no efforts will be made to determine the identity of individuals in a de-identified dataset.
Danmarks Tekniske Universitet Anker Engelunds Vej 1 TIf. 45252525 www.dtu.dk
Ledelse og Administration Bygning 101 A Fax 458817 99

2800 Kgs. Lyngby



Acknowledgments

The SensibleDTU project was made possible by a Young Investigator Grant from the Villum Foundation.

Scaling the project up to 1 000 Individuals Iin 2013 was made possible by a interdisciplinary UCPH 2016 grant, Soclal Fabric
(Pl David Dreyer Lassen, SL I1s co-Pl) focusing mainly on the soclal and basic science elements of the project

This grant has funded purchase of the smartphones, as well as technical personnel.

We are Indebted to our University of Copenhagen partners on a number of levels:

All Instrumentation on the 2013 questionnaires, as well as embedded anthropologist, are courtesy of the Soclal Fabric
group, and most importantly the Social Fabric consortium has made valuable contributions through discussion and insignt
regarding nearly every aspect of the study.

~or an overview of the Social Fabric project, see http://socialfabric.ku.dk/.

We thank group leaders in the Soclal Fabric Project: Professor David Dreyer Lassen, Professor Morten Axel Pedersen,
Assoclate Professor Anders Blok, Assistant Professor Jesper Dammeyer, Assoclate Professor Joachim Mathiesen,
Assistant Professor Julie Zahle, and Assoclate Professor Rikke Lund.

—rom Institute of Economics: David Dreyer Lassen, Andreas Bjerre Nielsen, Anne Folke Larsen, and Nikola] Harmon.
-rom Institute of Psychology: Jesper Dammeyer, Lars Lundmann, Lasse Meinert Jensen, and Patrick Bender.

—rom Institute of Anthropology: Morten Axel Pedersen, My Madsen.

-rom Institute of Sociology: Anders Blok, Tobias Bornakke.

-rom Institute of Philosophy: Julie Zahle

—rom Institute of Public Health: Rikke Lund, Ingelise Andersen, Naja Hulve] Rod, Ulla Christensen, and Agnete Skoviund
DISSING.

-rom the Niels Bohr Institute (Physics): Joachim Mathiesen, and Mogens Hpgh Jensen.



Privacy Implications of Measuring Large-Scale Social
Networks With High Resolution

Let's discuss...

Arkadiusz Stopczynski, Vedran Sekara, Piotr Saplezynskl, Andrea Cuttone, Mette My Madsen, Jakob Eg Larsen, and
Sune Lehmann. Measuring large-scale social networks with high resolution. arXiv preprint arxXiv:1401.7233 (2014)

Arkadiusz Stopczynski, Technical University of Denmark & MIT Media Lab
arks@dtu.dk, @nOpbeat, nttps:/sensible.atu.dk


mailto:arks@dtu.dk

