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ABSTRACT Keywords

This paper provides algorithms for learning the identities of
individuals from the trails of seemingly anonymous information
they leave behind. Consider online consumers, who have the IP
addresses of their computers logged at each website visited.
Many falsely believe they cannot be identified. The term “re- 1. INTRODUCTION

identification” refers to correctly relating seemingly anonymous As a person progresses through daily life, they leave behind
data to explicitly identifying information (such as the name or fragments of information about themselves in all kinds of
address) of the person who is the subject of those data. Re-disparate databases [9]. Examples include images of the same car
identification has historically been associated with data releasedrecorded on different highway video cameras; a computer’s IP
from a single data holder. This paper extends the concept to “trail address logged at multiple websites; and, a patient's DNA
re-identification” in which a person is related to a trail of sequence appearing in different hospital databases. Much like
seemingly anonymous and homogenous data left across differentfingerprint evidence in an earlier time, tiny pieces of digital
locations. The 3 novel algorithms presented in this paper performinformation that are left behind seem innocent and anonymous.
trail re-identifications by exploiting the fact that some locations No one expects to easily relate these pieces of data to identities of
also capture explicitly identifying information and subsequently people. Perhaps automated re-identification did not seem realistic
provide the unidentified data and the identified data as separatebefore, but this work provides real-time algorithms for learning
data releases. Intersecting occurrences in these two kinds of datddentities of people from the patterns of data pieces left across
can reveal identities. For example, an online consumer may visit multiple locations.

50 websites and purchase at 5 and another may visit 30 sites and .. . . . .
purchase at 7. Shared visit logs provide unidentified data. Until recently, it was believed that if data lookedanymous, it

Exchanged customer lists provide identified data. The algorithms W?S ?jnonymous. Tablesr,] in dWh'OéElCE r(;W (I)f |nfo_rg1;ijt|on f
presented herein re-identify individuals based on the uniquenessre ated to a person, were shared somew atireely provided none o
of trails across unidentified and identified datasets. The the columns included explicit identifiers, such as name, address,

algorithms differ in the amount of completeness and multiplicity O;tSO(I:)iaIISicurity nuhmber. IThiSh kin(;j o_f “(lje(-jidentifli_e(_i”_gata_f(_:an
assumed in the data. Successful re-identifications are reported for(f‘_;n _]? ('jn gd t? other ta_l:jes that do 'TC ube explicit | elg_tl llgrs
DNA sequences left by hospital patients and for IP addresses Ieft( : entl_le . ala’) to_ re-if _entlfy peope by nhame. ielas
by online consumers. These algorithms are extensible to tracking @PP€arng In both de-identified and identified tables link the two,

collocations of people, which is an objective of homeland defense thereby relating names t_o the subjects of the_ de-identified data.
surveillance For example, fate of birth gender ZIP}, which commonly

appeared in both de-identified and identified data, uniquely
identified 87% of the U.S. population [10].

Re-identification Algorithms, Distributed Databases, Homeland
Defense, Security and Privacy

Categories and Subject Descriptors

H.2.4 [Database Managemert Systems - Distributed As just described, “re-identification” was limited to relating
databases; H.2.8 [Database Managemert Database people to records in a single released table, where the table was
Applicatior;s —Data mining information collected by one data holder. In this work, the notion

of re-identification is extended to “trail re-identification” which
seeks to identify people who visited nhamed locations. In trail re-
General Terms identification, each location separately collects and subsequently
Permission to make digital or hard copies of all or part of this work for ~ Shares de-identified data on people who visited the location. The
personal or classroom use is granted without fee provided that copies are de-identified data consists of only one or very few fields. A
not made or distributed for profit or commercial advantage and that |ocation may also share explicitly identified data, thereby naming
COpieS bear this notice and the full citation on the first page. To copy some people Recognlz|ng unlquely Occurnng visit patterns

otherwise, or repu_l?lish, to post 02 dfgx\efieor to redistribute to lists, across both the de-identified and identified datasets provides the
requires prior specitic permission al . . . = . oo .
Conference '00Month 1-2, 2000, City, State. basis for trail re-identification.
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For example, an online consumer visits websites, leaving the IP values, vi0A,...,v,OA,. The size of the table is simply the
address of his computer logged at each site visited. At some sites,number of tuples and is representgd |

he may also provide explicitly identifying information; for . . . .
example, his name and address are provided to complete A particular data-collecting location releases a two-table vertical
purchase. Separately, these websites may share logs containin&art't'on'ng of its data, such that one table contains explicitly
the IP addresses of those who visited their sites. As businessesidentified data and the other table is devoid of identified data (de-
these websites may also share explicitly identified data such as!dentified). — The properties of the partitioned release are
customer lists, which typically includes the name and address of formalized in definition 2.1. A sample is provided in Example
those who made purchases. By examining the trails of which IP 2.1.

addresses appeared at which locations in the de-identified datapefinition 2.1 (De-identified and Identified Tables). Given a

and matching those visit patterns to which customers appeared intabIeT(Al, Aq...,A;) maintained by a data-collecting location, the
the identified customer lists, IP addresses can be related to namesy inytes A ={A....A} where A,..A O A,..A and A

and addresses. These re-identifications can then be used to:{Ax,...,Ay} where A,...A, O Ay...A, T is the de-identified

subtable oft having attributes\’, andt” is theidentifiedsubtable
of T having attribute?\* such that:

identify visits to locations in which the consumer did not make
purchases. Until this work, many people believed these de-
identified logs of IP addresses could not be re-identified.

) AnA'=0
As a second example, a patient sick with a deterministic genetic i) A is devoid of:
disorder may visit several hospitals. Each hospital records a) explicitly identifying attributes; and,
demographic information, clinical data and a digitally recording b) attributes linkable to an explicit identifier
of the patient's DNA. Later, researchers share de-identified data i) A"includes:
consisting of only the DNA sequences collected at hospitals [1]. a) explicitly identifying attributes; or,
Many states sell hospital discharge data, which includes b) attributes linkable to an explicit identifier

identifiable demographics and clinical information on each patient he third ¢ Definiti hat the identified table i
[9]. By examining the trails of which DNA sequences appeared at 1 1€ third part of Definition 2.1 states that the identified table is
which hospitals in the de-identified DNA data and matching those identifiable if it contains any epr|C|t!y identifying attnbu}es, such
visit patterns to which patients appeared at which hospitals in the 2 name or address, or if it has attributes that can be linked to any
identifiable hospital discharge data, DNA sequences can relate toexternal tables which contain explicitly identifying attributes.
names and addresses. Until this work, many people falsely Example 2.1 Figure 1 illustrates released partitions from the
believed that a DNA sequence could not be re-identified to a hospital data in Figure 2. Patient demographics are reported in
person in the absence of a master DNA registry. the identified tablet”. DNA sequences are reported in the de-
identified tablex ". The attribute ID is not released. The tuple for

There is ever-increasing demand to learn more about individuals “Fran Booth” (shown in Figure 2) is not released.

from data people leave behind. For example, in homeland defense

surveillance, learning which people have appeared at the same T T
locations during similar time periods is very important. These Name Birthdate | Gender Zip DNA
kinds of trail re-identification problems represent an important | John Smith 2/18/45 M 15234 acag...t
extension to KDD research. This paper introduces the general| Mary Doe 4/9/75 F 15097 accg...a
trail re-identification problem and several of its variants. Three | Bob Little 2/26/49 M 15212 cttg...a
novel algorithms are provided. Results are reported on real-world |_Kate Erwin 11/3/54 F 15054 atcg...t

datasets. This paper ends with a discussion on the implications ofFigure 1. Vertical partitioning by a hospital of its data into an
the trail re-identification problem to privacy and surveillance and identified table (1*) of patient demographics and a de-

on directions for future work. identified table (T°) containing DNA sequences.
As described in Definition 2.1, a vertical partitioning involves a
2. DATA AND TRAIL DEFINTIONS pair of functionsVig andVge such thatVig: T—T" andVee: T-T.

This section defines terms. Definitions begin with de-identified N compliance with the relational model, the order in which tuples
and identified tables. Different ways data can be released and theappear in the de-identified and identified tables is not necessarily
different kinds of trails that result are carefully described. The Maintained across the tables.

section ends with a formal definition of the trail re-identification  Notice that definition 2.1 does not require all the tuples to be
problem. In the next section then, 3 algorithms that solve variants contained in the identified tabla*) or in the de-identified table

of the trail re-identification problem are presented. (t). Constraints on the relationships between the number and

The basics elements are derived from relational database theoryContainment of tuples provided in released tables are discussed in
The term “data” refers to information held by a data-collecting the next section.

location. The information is organized as a table of rows .

(records) and columns (fields). Each row (or “tuple”) is specific 2.1 Ways of Releasing Data

to a person, machine, or other entity that visited the location. Here are two ways a data-collecting location can specify tuples for
Each column is referred to as an attribute, which contains a partitioning. The location can include attributes from the same,
information that refers to people, machines or other entities that and only the same, tuples in both the identified table and the de-
visited the location. A table is defined aé;, A,,...,Ay), where identified table. Alternatively, the location can include attributes
the set of attributes for tableis A = {A, A,,...,A}. Atuple t of for a.§ubset of tuplgs in the de—identified tablle.to appear in the
the tabler is defined ag[ay,...,a;] and represents the sequence of identified table, or vice versa. Precise descriptions of these two
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kinds of releases are provided in this subsection, but first,
assumptions inherent in this work are stated.

Assumption 2.1 (Per Location Release)Each data-collecting
location ¢ releases data that was collected caand from no
external source

Assumption 2.2 (Unigueness of Tuples)in a location’s de-
identified and identified tables, each tuple is unique. Therefore, a
de-identified or identified table represents a set of references to
people, machines, or other entities that have “visited” the location,
but not necessarily the frequency of visits. These references
narrowly relate to a person, machine, household or other entity to
be identified.

Definition 2.2 presents a definition for released data that adheres
to a “representative” property in which only tuples present in the
de-identified table have corresponding tuples in the identified
table, and vice versa. Example 2.2 provides a sample.

Definition 2.2 (Representative) Let the tablet be vertically
partitioned byVig and Vge such thatVig: T-1" and Vge: T-T,
whereT is the de-identified table, and’ is the identified table.
The tablest andt” arerepresentativef and only if: (1) OtgOt”
andOted T, Via™ (ta) = Vee " (td; and, ()17 = . *

store and not necessarily make a purchase; of so, his de-identified
IP address may be collected, but there is no accompanying name
and address due to lack of purchase. The store’s release of all
names of purchasers as the identified table and all logged IP
addresses as the de-identified table is a release that adheres to the
appropriate property.

Example 2.4 Figure 3 depicts a release resulting from an
appropriate vertical partitioning of the data in Figure 2 into a de-
identified table ) and an identified tablet{). DNA sequences
for “Bob Little” and “Kate Erwin” appear irt’, but there are no
DNA sequences for “John Smith” or “Mary Doe.”

T T
Name Birthdate | Gender Zip DNA
John Smith 2/18/45 M 15234 cttg...a
Mary Doe 4/9/75 F 15097 atcg...t
Bob Little 2/26/49 M 15212
Kate Erwin 11/3/54 F 15054

Figure 3. Release by a hospital, with partitioning into an
identified table (t*) of patient demographics and an
appropriate de-identified table (1) containing DNA sequences.

2.2 Data Trails

Given a set of data-collecting locations, where all locations share

In releases that adhere to the representative property, every tuplesither releases in a representative or an appropriate manner, visits

from the data-collecting location present in the de-identified table
is also present in the identified table, and vice versa.

Example 2.2 Figure 1 depicts a representative release resulting
from a representative vertical partitioning of the data in Figure 2
into a de-identified tablet() and an identified tablet{). Each
released tuple has values in both tables.

Name Birthdate | Gender ID Zip DNA
John Smith 2/18/45 M 11 15234 acag...t
Mary Doe 4/9/75 F 18 15097| accg...a
Bob Little 2/26/49 M 2 15212 | ctig...a
Kate Erwin 11/3/54 F 21 15054| atcg...t
Fran Booth 1/8/71 F 27 15054| accg...t

Figure 2. Original data collected by a hospital.

Releases that are representative are not always practical. In som&*| * €| columns. ¢ contents ne sal
h realized byFillTrack(N, A, T'). Similarly, the identified trackp,

situations, a data-collecting location may not have collected bot
identified and de-identified data on all visitors to their location or
may not want to share all collected information. In these cases,
either the de-identified table or the identified table is incomplete,
providing a release that is “appropriate” (Definition 2.3).
Samples are provided in Examples 2.3 and 2.4.

Definition 2.3 (Appropriate) Let the tablet be vertically
partitioned byVig and Vge such thatVig: T-1" and Vge: T-T,

across locations can be tracked by observing which locations
reported which visits. These observations are made explicit by
constructing a matrix of shared de-identified data and a matrix of

shared identified data. These matrices are termed a de-identified
track and an identified track, respectively, (Definition 2.4).

Definition 2.4 (De-identified and Identified Tracks) Let C be
the set of data-collecting locations that share their identified
tables,t.", over the attribute&" and de-identified tables., over

the attributesA’, wherecOC. Let B be a vector containing the
members ofC, andT" be the set of all {."} and T ~ be the set of

all {t.} for eachcC. Either: (1)t." andt, are representative;
(2) t¢" is appropriate ta, for eachcC; or, (3) 1. is appropriate

to 1, for eachcdC. Thede-identified trackN, is a matrix having
The contents of are the same as those

is a matrix having4'| + [C| columns and the contents Rfare the
same as those realized BylITrack(P, A", T*). The number of
rows inN andP are:

IC

Ur.”

c=1

IC|
and

S
Uz’
c=1

FillTrack(Track T, Attributes A, Tables {  Tg})

, respectively.

whereT is the de-identified table, and’ is the identified table.
The tablest and T are appropriateif either (1) Ot 01", there
exist 4T 'such thatVig™(tiq) = Ve (te); OF, (2) OtgeIT °, there
exist 0T * such thatVig'(tq) = Vae (ts). In (1), T is the
“appropriate” table ta 7; and in (2),1 " is the “appropriate” table
tot™.

Example 2.3 Consider an online store in which all purchases are
made at the store’s website. An online consumer may visit the

Steps:
let each cell in T be initialized to 0
for each location cIC:
For each tuple 0T,
let b be the index of cin B
if there does not exist Tj[1,...,|A|] = t;, where j=1,...,|T|
then:
let k be the first unused row in N // has all 0's
Nk [1,...,JA]] = ti and Ng[|A]+b] =1
Else: Ni[JA|+b] = 1 // another location found

Lv1is the inverse function o¥.

Il Nx[y] is the cell in the x-th row and y-th column of
Il Ny[a,...,b] is the vector in the x-th row having columns a to b\bf
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A de-identified track (and an identified track) is a large matrix
where each row contains informatiobaut a visit and lists the
locations in which that visit was reported. The first group of
columns in the track is the information collected about a subject
on the subject’s visit to a location. The second group of columns
is a list of locations. Values associated with locations are 1 if the
subject visited the location and a 0 otherwise.

In a representative release, the identified traek g4nd the de-
identified track () are “representative.” If the tables that
constructN are each appropriate to the tables that constiyte
trackN is “appropriate” toP. Likewise, if the tables that construct
P are each appropriate to the tables that constityterack P is
“appropriate” toN. Examples 2.5 and 2.6 provide samples.

Example 2.5 Figure 5 shows the identified tracle) and de-
identified track {) for the releases found in Figure 4, which
adhere to the representative property.

P N
Name h]_ hz Hs DNA hl h2 h3
John 1 1 0 acag...t 1 1 0
Mary 1 0 1 accg...a 1 0 1
Bob 0 1 1 cttg...a 0 1 1
Kate 0 0 1 atcg...t 0 0 1

Figure 4. De-identified track (N) and identified track (P).

Example 2.6 Figure 6 shows 3 hospitals performing appropriate

releases in which the de-identified DNA tables are appropriate to
the tables of names. These releases provide the tracks in Figure
in which track N, which results from the DNA tables,
appropriate ta@®, which results from the tables of names.

In both a de-identified track and an identified track, the rightmost

columns are associated with locations. The vectors of binary
values associated with those columns are “trails.” They show the
locations where the person, machine, or entity that is the subject
of the visits has been. Trails are described in Definition 2.5.

Definition 2.5 (Trail) Let C be the set of data-collecting locations
that share their identified (or de-identified) tables in trackThe
shared tables are over the attribugesA trail for subjectj is the
vector T{[|A[+1,...,Al+[C[]. For convenienceTj[|Al+1,...,A[+IC|].

is written trail (T, j).

A trail for a subject is a vector of binary values where a value of 1
indicates the subject visited the location and O otherwise. See
Example 2.7.

Hosp1l (+) Hosp1 (-) Hosp2 (+) Hosp2 (-)
Name DNA Name DNA
John acag...t John acag...t
Mary accg...a Bob cttg...a
Hosp3 (+) Hosp3 (-)
Name DNA
Mary accg...a
Bob cttg...a
Kate atcg...t

Figure 5. Releases by 3 hospitals that adhere to the
representative property.

Example 2.7 Given the identified tracle in Figure 5, [1,1,0] is a
trail for “John” and [0,1,1] is a trail for “Bob”. Given the de-

identified trackN in Figure 5, [1,0,1] is a trail for “accg...a” and
[0,0,1] is a trail for “atcg...t".

The de-identified and identified tracks in Figure 5 were
constructed from the releases reported in Figure 4. These tracks
adhere to the representative property, and the resulting trails are
“complete trails”. The notion of a complete trail is presented in
Definition 2.6.

Definition 2.6 (Complete Trail) Let C be the set of data-
collecting locations that share their identified (or de-identified)
tables in trackT such that the shared tables from each location
cC is representative. Acomplete trailis a trail inT. In a
complete trail, values represent the unambiguous presence or
absence of a subject at a location such that 0 signifies the subject
of the trail did not visit the location and 1 signifies the subject of
the trail definitely visited the location.

If de-identified and identified tracks are constructed from a release
that adheres to the appropriate property, then the trails in the
appropriate track are all “incomplete trails.” Definition 2.7
presents an incomplete trail and samples are provided in Example
2.8.

Definition 2.7 (Incomplete Trail) Let C be the set of data-
collecting locations that share their identified and de-identified
tables in trackg; andT. such thafT, is the appropriate track af

for all data holdrOC. An incomplete trailis a trail inT;. In an
incomplete trail, a value of 1 represents the definite presence of
he subject at a location and a value of 0 suggests ambiguity. The
subject may or may not have visited the location.

Hosp1l (+) Hosp1 () Hosp2 (+) Hosp2 (-)
Name DNA Name DNA
John acag...t John acag...t
Mary Bob cttg...a
Hosp3 (+) Hosp3 (-)
Name DNA
Mary atcg...t
Bob
Kate
Figure 6. Released identified tables (+) and de-identified

tables (-) with the appropriate property.

Example 2.8 In Figure 7 the de-identified trackl has the
following incomplete trails: [0,1,0]; [1,0,0]; [0,1,0]; and [0,0,1].
All the trails in the identified tracle are complete.

P N
Name hl h2 h3 DNA h]_ hz h3
John 1 1 0 acag...t 0 1 0
Mary 1 0 1 accg...a 1 0 0
Bob 0 1 1 cttg...a 0 1 0
Kate 0 0 1 atcg...t 0 0 1

Figure 7. De-identified track (N) and identified track (P) from
the partitions in Figure 6. P has complete trails. N has
incomplete trails.

An incomplete trail can match ambiguously to several complete
trails. This notion of containment forms the basis for “subtrails”
and “supertrails.” See Definition 2.8 and Example 2.9.

Definition 2.8 (Subtrails / Supertrails) Let C be the set of data-
collecting locations that share their identified and de-identified
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tables in tracksr; and T, such thatT, is appropriate tor,. The 3.1 REIDIT-CompIete

shared tables are over the attribufes Let x be a trails fromT, The first algorithm is named REIDIT-C. It performs exact match

andy be a trail fromT. xis asubtrail of y (written x < y)andy is on the trails ofN andP. REIDIT-C assumes that bothandP are
asupertrailof x (writteny 2 x) if and only if: T1[x] [d] < T2 [y][d] representative, and therefore, REIDIT-C only works on complete
for d=|Al+1,... A+(C|. trails.

Example 2.9 [1,0,0], [0,1,0], and [1,1,0] are subtrails of [1,1,0].  For every trail inN, REIDIT-C determines if there exists one and
[1,1,0] and [0,1,1] are supertrails of [0,1,0]. only one trail inP such that the trails are equal. When there is an

With respect to tracks, recall the properties of representative (2.2) €xact and unique match, thetrail(N,n) is re-identified to
and appropriate (2.3). If tracks and P are constructed from exph(:ltly identifying |nformat|on inP. If trail (N,n) is equal to
representative releases, then for any particular entiip the trail(P,p), and there exists anotherail(P,p’) also equal to

tracks, N[{J[d] must equal P[][d] for all locations d. trail (N,n), then th(_are_is ambiguity an_d no r_e-ide_ntifi_cation can
Furthermore, ifN and P are constructed from releases that are ©OCcur. The formalization of REIDIT-C is provided in Figure 8.
appropriate, then for any particular entityn the tracks N[x][d] Complexity. First, the outer loop iterates over all of the records
must be< P [X][d] for all locationsd if N is appropriate t&®. N in N, which is|N| iterations. Second, fagach iteration irN, the
consists of inc_:omple_te_ trails anI?J consists of complete trails. algorithm iterates a maximum of|| times. This provides
The converse is true I is appropriate to\. O(IN[|P|) or O(NP) becauseN|=P|. This is an artifact of the way

TracksA andB are one-to-one if for every entityrepresented by in which the pseudo code is written. Another version could be
a trail in trackA there exists only one trail in tradgk that correctly written in which each set of trails are sorted and then compared,
corresponds ta. TracksA andB are one-to-many if every trail in resulting inO(|N|logN).

A may correct_ly behll.nked to gne o.r_more trails in tragk Algorithm: REIDIT-C(N, P)

Now that de"dent'f_'ed and |dent|_f|ed tracks are understood ang Input: De-identified and Identified Tracks N and P over attributes

how complete and incomplete trails relate to these tracks, the trail 5~ ang A*, respectively, for the same data-collecting locations.
re-identification problem can be presented. See Definition 2.9 output: Set of trail re-identifications R

and Example 2.10. Assumes: 1)N and P are representative, 2) N and P are one-to-

Definition 2.9 (Trail Re-identification Problem) Let C be the one

set of data-collecting locations whose shared tables result in de-SPS*

identified trackN and identified track’ over the attribute&\ and I;tr 5:_1?0 IN|

A", respectively. Let there exist a functiénA — B, whereAD{N, let M= O

P} and B= {N, P}-{ A}. A trail re-identification results for a for p=1to |P|

subjects when there exists am, such thatf(As[1,...,]A]]) = if trail(N,n) = trail(P,p)

Bi[1,...,JA"]]. The goal is to determine the proper function M= MO PL,...,|A]
Example 2.10 The de-identified trackl and identified track in if (M = 1 s=p

Figure 4 result from the hospital releases shown in Figure 5. R=RO{(Ps[L,....]A"l], Nn[L,....|AT}
f([“acag...t']) = [“John”], f([“accg...a”]) = ["Mary"], f([“cttg...a”]) = return R

"Bob"], and f([“atcg...t"]) = [‘Kate”] are all correct trail re- Figure 8. Pseudocode for REIDIT-C.
identifications.

. . . . ) Theorem 3.1Trail re-identifications from REIDIT-C are correctly
This section precisely described how people machines, and otheryg_jgentified.

entities leave information behind at visited locations, how that

information can be shared resulting in trails and how those trails PROOF: First, recall thenderlying assumption of the complete-
can pose a trail re-identification problem. In the next section, release model: tuples of both tablésand P consist only of
three novel algorithms for performing trail re-identifications are complete trails. Thus, at locatidna visit from an entity must be
presented. Afterwards, results are reported on real-world data.recorded in bothT and Ti". Since this holds true for every

The paper ends with discussions on related work and pertinentlocation, for eachtrail(N,n), there must exist at minimum one
issues. equivalentrail (P,p). If there exists more than one equivalent trail

in P for trail (N,n), then multiple trails will be recognized and the
singleton requirement will not be satisfied. No re-identification
will be recordedm

3. REIDIT ALGORITHMS

Given C, the set of data-collecting locations whose shared tables

result in de-identified trackN and identified trackP over the

attributes A” and A*, respectively, algorithms that exploit the 3.2 REIDIT-IncompIete

uniqueness of trails il andP can be written to perform trail re- ~ The second algorithm is named REIDIT-l. It performs
identifications. The three algorithms presented in this section are subtrail/suptertrail matching on the trails mfandP. REIDIT-I
variants of this approach. Collectively, they are termed Re- assumes eithet is appropriate t® or P is appropriate to.

identification of Data in Trails (REIDIT). When an incomplete trail can be matched to a single complete

trail, a trail re-identification occurs. Unlike REIDIT-C, equality

cannot be used for matching trails. Instead, containment of
subtrails by supertrails is used. For each trail in the track
containing incomplete trails, the set of its supertrails from the
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track containing complete trails are found. If there is only one
supertrail, then a trail re-identification has occurred. The re-
identified trails fromN and fromP are removed. Processing
continues until no more re-identifications can be made because
one of two conditions is satisfied: either ()or P have no more
trails to process; or, (2) there are no re-identifications made in the
current iteration. REIDIT-I appears in Figure 9.

Complexity. Let X beN andY beP. First, the outer loop iterates
over all of the records imnN, which is |N]| iterations. Second, for
each iteration i, the algorithm iterates a maximum &f times.
Finally, the nested for process continues until no re-identifications
are made during the while loop and the while may iterate a
maximum of IN|. times. This provide®(INPe|P]).

Algorithm: REIDIT-I (X, Y)

Input:  From de-identified and Identified Tracks N and P over
attributes A" and A®, respectively, for the same data-collecting
locations, X is the appropriate table of N or P and Y is the other
table.

Output: Set of trail re-identifications R

Assumes: 1) X has incomplete trails and Y has complete trails. 2)

3.3 REIDIT-Multiple

The third algorithm is named REIDIT-M. It allows multiple
references irP to be related to only one referencenh or vice
versa. For example, multiple individuals in a shared setting, such
as a household, can use the same computer. Online purchasers, in
this case, would have multiple identities related to the same IP
address. The reverse is also possible. One person could use more
than one computer and therefore one referende would relate

to multiple references iN. REIDIT-M addresses collocation
issues, such as these.

REIDIT-M assumes eithemMN is appropriate toP or P is
appropriate toN.

Unlike REIDIT-I, the REIDIT-M algorithm relaxes the
assumption that there must be one-to-one relationship between
trails. If an incomplete trail is a subtrail of only one supertrail,
then a re-identification occurs via a linkage between these two
trails. Multiple subtrails can map to the same supertrail and
permit a re-identification. REIDIT-M is provided in Figure 10.

Algorithm: REIDIT-M (X, Y)

X and Y are one-to-one.

Steps
let R=0
Do
FoundOne = False
for n=1to |X|
let M=0O

Input:  From de-identified and Identified Tracks N and P over
attributes A" and A’, respectively, for the same data-collecting
locations, X is the appropriate table of N or P and Y is the other
table.

Output: Set of trail re-identifications R

Assumes: 1) X has incomplete trails and Y has complete trails. 2)
X to Y is one-to-many.

for p=1to |Y|
if trail(X,n) # [null, ..., null]
and trail(Y,p) # [null, ..., null]
and trail(X,n) < trail(Y,p)
M= MO Yp[,....|AT]
s=p
IfIM=1
R=RO{(Ys[1,....JA ], Xn[1,....JA]}
Xnl|A1+1,...,|JAT+|CJ] = [null, ..., null] // remove
YS[|AT+1,...,JA"+|Cl] = [null, ..., null] // remove
FoundOne = True

Steps
let R=0
for n=1to |X|
let M=0O
for p=1to |Y|
if trails(X,n) < trails(Y,p)
M= MO Y[1,...,|AT]
s=p
if IM =1
R=RO{(Ys[1,....]A"], Xn[1,....]A]}
return R

while X has non-null tuples and FoundOne = false

return R

Figure 9. Pseudocode for REIDIT-I.

Theorem 3.2Trail re-identifications from REIDIT-I are correctly
re-identified.

PROOF: For convenience, assume tkds appropriate ta>. N
has incomplete trails and® has complete trails. From the
definition of incomplete trails, all 1's are correct, so it must be
true that for an arbitrary trail iN, there must exist a non-null set
of supertrails whose identifying information appearr(|M[z1)

for trail(N,n). If [M| is equal to 1, then there exists only one
complete supertrail that could be reconstructed tf@ail (N,n)
through the replacement of 0's with 1's. Therefdrail (N,n) is
re-identified inM. In the event whenV| > 1, then the algorithm
can still converge to a correct re-identification as follows. Mt |
equalk. When a re-identification is made for a trail other than
trail (N,n), then M| decreases by 1. Because it is already known
that M| has a minimum of 1, ifl|-1 re-identifications are made
for trails of N, excludingtrail (N,n), each with a member frori,
then the remaining member B must re-identifytrail (N,n). m

Figure 10. Pseudocode for REIDIT-M.

Complexity. LetX beN andY beP. First, the outer loop iterates
over all of the records imnN, which is|N| iterations. Second, for
each iteration irN, the algorithm iterates a maximum &f fimes.
Thus the algorithm i©(|NJe [P]).

4. THEORETICAL VS. ACTUAL RE-

IDENTIFICATION
Theoretically, for both REIDIT-C and REIDIT-I, the maximum
number of trail re-identifications is dependent on the number of
permutations of a binary string. Given an identified traek
containing references to subjects and the locations visited, and a
set of data-collecting locationS, if |P| < |C|, then the maximum
number of trail re-identifications is bounded by the number of
subjectsR|, which implicates that all trails may be re-identified.
When P| > [C|, the maximum number of trail re-identifications is
bounded by the number of locations in the exponential manner
2°L1. When | > 29, it will be impossible to re-identify all trails.
In contrast, for REIDIT-M, the number of re-identifications is
independent of the number of data-collecting locations, because it
is possible for multiple trails inP to be mapped to a single
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unidentified trail. As such, the maximum number of re- releases all records from their DNA databases for research or
identifications is®|. clinical evaluation purposes. The attributes released with the de-
identified tables wereA={DNA sequendeand the attributes
released with the identified tables wexe={ date of birth gender,

zip codé for each hospital location. In previous research [9, 10],
the attributesA”™ were demonstrated to be re-identifiable. De-
identified trackN and identified track’ were constructed specific

to each of the 8 diseases. In all casesNoand P, they were
representative. The number of rowsNr{andP) ranged from 4 to
7730, depending on the disease. The number of hospital locations
ranged from 8 to 207. REIDIT-C was used to perform trail re-
identification on the DNA trails. Results are summarized in
Figure 10, with and without the inference of gender from DNA
5. RE-IDENTIFICATION EXPERIMENTS sequences. We find that there is a power relationsHp0(74

To evaluate the REIDIT algorithms, real-world data sets without genderr?=0.8 considering gender) between the average
corresponding to medical DNA database records and IP addresshumber patients per hospital and the percentage of the disease
data were used. Results are reported for each REIDIT algorithm population that can re-identified.

in this section. The experiments are: REIDIT-C on DNA trails . . .

from patients, REIDIT-C, REIDIT-I, and REIDIT-M on online 9.2 Complete IP Re-identification

consumers, and an examination of REIDIT algorithms on very Description of Dataset. The second dataset was compiled by the

There is evidence that a probabilistic model, such as
multinomial function over each data-collecting location, can be
used to estimate the likelihood of a particular trail re-
identification [10]. While an exponential number of trails may
be constructed, only a fraction of the trails are ever observed. The
probability of observing a trail is dependent on the number of
subjects at each location. This theory igported by empirical
evidence from trail re-identifications of DNA sequence trails from
patients with particular genetic disorders [4, 5].

large datasets using synthetic data. Homenet project at Carnegie Mellon Univer3ifg], who provide
families in the Pittsburgh area with internet service in exchange
5.1 Complete DNA Re-identification for the monitoring and recoding of the families’ online services

Description of Dataset. The dataset used is publicly available ~@and transactions. We used URL access data collected over a two-

hospital discharge data from the State of lllinois, covering the month period that included 86 households. We reconstructed

years 1990 through 1997, with approximately 1.3 million hospital Purchase data and weblogs for websites accessed by this
discharges per year [7]. Patient demographics, hospital identity, population. 5116 distinct websites and 66,862 distinct pages were
and diagnosis codes (including certain gene specific diseases) aré&ccessed. The URL data was manually labeled as “purchase
among the attributes stored with each database entry. We makgnade” or “purchase not made” as inferred from the accessed page.
the assumption that hospitals collect the following two types of For example, a purchase confirmation URL at Greyhound.com

data: general hospital discharge information, which makes up the Was labeled as a purchase, while the frontpage of the website was

constitute the basis for the de-identified track were made at 24 distinct websites, including Amazon.com,

) o ) Ticketmaster.com, and Hotwire.comWe make the assumption
There are more than 30 diseases with single gene determinantghat websites collect two types of data:idgntifying information,
(i.e. if a person’s gene is so mutated, the person deterministically sych as name or address on the purchaser at the time of purchase;
gets the disease). For this study, we selected a subset of these tanq, 2) the IP address of computers visiting their site on each
analyze, including Cystic Fibrosis, Friedreich’'s Ataxia, yjsit.
HeREIDITary Hemmorhagic Telangiectasia, Huntington’s
Disease, Phenylketonuria, Recsum’s Syndrom, Sickle Cell In this experiment, two scenarios were explored, trail re-
Anemia, and Tuberous Sclerosis. In earlier work, the construction identifications to online users and trail re-identifications to
of clinical profiles from the hospital discharge data and inferences households. For re-identifications to online users, the attributes

to DNA sequence samples was done [4, 5]. released with the de-identified tables wermg. ={website
100.00% _purchgser IP addre§sand the _attrlbutes released with the
’ o disease only identified tables wereh,={website name addres$ for each
O gender split targeted website location. De-identified tragkr and identified
80.00% 1 Power (disease only) track Pper were constructed having 30 rows. The number of
5 Power (gender split) locations was 24.
£ 60.00% - . I .
|5 For re-identifications to computer households, the attributes
2 released with the de-identified tables wetg.;={website
g 40.00% 1 © household IP addre}sand the attributes released with the
© identified tables wered.,,,’={website street addregsfor each
20.00% - targeted website location. De-identified tragk., and identified
track Pnoy Were constructed having 26 rows. The number of
0.00% ‘ ‘ ‘ locations was 24.
0 10 20 30 40

average # diseased patients per hospital
Figure 10. REIDIT-C Identity learning in DNA databases.

For this experiment, we assume that each hospital releases alf For additional information about the Homenet project, we refer
patient discharge data, as mandated by state law, and each hospital the reader to http://homenet.andrew.cmu.edu.
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Figure 11. Sensitivity of re-identification to one location left out in data with left) a representative, middle) an appropriate
property, and right) a multiple release. The x-axis in the left graph, and the y-axis in the remaining two, are slightly jittered for
visualinsnecfon.

REIDIT-C performed trail re-identifications oRper andPper and trails. Phou has complete trails. The number of locations remained
0N Nnou andPhoy; they all contain complete trails. There were 30 24.

individuals, which made up 26 households, with purchases at a
total of 24 websites. Of these trails, 16 IP addresses (~62%) were
re-identified to mailing address and 20 (~66%) individuals were
re-identified.

Trail re-identification was done through REIDIT-I. For this
experiment, the 24 websites release IP data corresponding to 39
households and 53 individuals. REIDIT-I re-identified 9 IP
addresses (~35%) to households and 15 to individuals (~50%).
To determine the sensitivity of REIDIT-C to additional Sensitivity of REIDIT-I to single locations was analyzed in the
withholdings of certain locations, further analysis was conducted same “leave one out” manner as performed with the previous
with respect to the removal of single location. The experiment experiment. The results are provided in Figure 11. One location,
was run 24 times, each time leaving out a new location. Trail re- Amazon.com, had a significant effect on the ability to re-identify
identifications using REIDIT-C was minimally affected. The individuals, in that removal of this location decreased the size of
results are shown in Figure 11. the considered population and increased the ability to re-identify

IP addresses by ~25%.
The percent re-identified corresponds to the percent of the resses by °

remaining population after a location was removed. The observed . . . .

outlier corresponds to a website (Ticketmaster.com) that was 9.4 Multiple IP Re-identification

accessed by many purchasers, but played a minimal no role in trailUsing the dataset described in section 5.2, we acknowledge that a

re-identification. Removal of this website allowed for ~25% household may have multiple users of a particular computer. In

improvement in trail re-identification. This experiment this experiment, each website releases a list of customers who

demonstrates that IP address can be re-identified in some casegnade a purchase at the website, where the list includes the email

thereby compromising the geographic privacy of the IP address. —address, not the mailing address of the purchaser. An IP address
of a computer may now relate to multiple email addresses.

5"_?’ Incomplete IP_ Refldennflcatlon . The attributes released with the de-identified tables were
Using the dataset described in section 5.2, websites now reported:{website IP addres} and the attributes released with the

IP addresses for all visitors to their site, regardless of a purchasegantified tables wereA"={website email address for each

or not. targeted website location. De-identified trag¢khad 30 rows and
Again, we explored two scenarios, trail re-identifications to online identified trackP had 23 rows. The number of locations remained
24.

users and trail re-identifications to households.

For re-identifications to online users, the attributes released with There were 23 households with a single purchasing individual, 2
the de-identified tables wereh,;={website individual IP households with 2 individuals, and 1 household with 3 individuals
addres$ and the attributes released with the identified tables (i-€. @ total of 30 individuals). REIDIT-M achieved trail re-
remained Aper*':{website name addres$ for each targeted identification for all three full households. RE'DIT", hOWeVer,
website location. De-identified trackiper had 53 rows and  failed to recognize them. In the Homenet dataset, family members
identified trackPper had 30 rows.Nper has incomplete trailsPper visited common sites, which under REIDIT-I remain ambiguous
has complete trails. The number of locations remained 24. at the individual level, but not for REIDIT-M at the household
level. Sensitivity of REIDIT-M to single locations was analyzed
For re-identifications to computer households, the attributes as described before and results are shown in Figure 11.
released with the de-identified tables wews.,={website
household IP addre}sand the attributes released with the
identified tables remainedy,.,'={website street addregs for
each targeted website location. De-identified tragk, had 39
rows and identified tracRnou had 26 rows.Nhoy has incomplete

5.5 Re-identification in Large Datasets

In this section we examine how the REIDIT algorithms scale to

very large populations. To conduct these experiments we
generated synthetic datasets with distributions based on those
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found in the Homenet database; see section 5.2. Trails weredefinite matches) is the set of definite non-matches, a@ds the
simulated based on the probability that an individual visited a set of pairs that need clerical review. The goal is to minimize the
location. For complete trails the probability a trail position error in the setd andU, while minimizing the size of C. To do
equals 1 is (# visits dbg) / IN|. Incomplete trails were simulated  so, several assumptions are made about the data. First, it is
from complete trails, by flipping 1 to 0 with probability equal to assumed that there are two files with common variables and that
1-[(# purchasers atoc) / (# visits atlog)]. We considered there is typographical error in the files. Currently, record linkage
increases in the number of locations as a multiglef the methods employ expectation-maximization algorithms for
estimated probabilities, such that we concatenatettails to converging to classifications of record pairs. Initially, the process
consider a larger trail. Results for REIDIT-I are provided in was not designed for compromising privacy, but rather to relate
Figure 12 for increasing size datasets. Holding visit and purchaserecords of an individual for which minor corruption in one or both
probabilities constant, the algorithms scale to accommodate veryof the records has occurred. While the technique does relate the
large populations and numbers of locations. The number of trail records of a particular subject, for the most part, record linkage
re-identifications in a dataset decreases linear in a log scale of thehas not been associated with associating de-identified data to
size of the population. The slope decreases as the number ofidentified data.

l(;). Z?tylo_gézlgf:r:r?je_so"sl’:%r |gire41é’2,at:]1§ ?lgpSSrng;ﬁgr?ggﬁiz Data linkage differs from record linkage in several fundamental

respectively, and continue to decrease with increasing numbers o spe_(;_ts, ”m%St _nOte(;bl]}/ the _(;‘actt_f_tha? data linkage lr:a_s ?r:een
locations. Similar linear scaling characteristics are found for specimcally designed for re-identiication purposes. IS e
REIDIT-C (not shown). intension of data linkage to make re-identifications for data

devoid of an explicit identity. In addition, the attributes of the

We have introduced a new kind of learning problem called trail two files are not required to be the same, but instead it is
re-identification. The identities of people, machines and other concerned with exploiting inferential relations between attributes
entities are found from fragments of information they leave across of the two files. A combination of the values in the attributes of a
disparate locations. We introduced three novel algorithms for table is utilized to estimate the uniqueness of an entity’s identity
performing trail re-identifications based on finding uniqueness in in a known population, beyond that of the considered files [8].
visit patterns. While trail re-identification is new, other kinds of The addition of related attributes allows for an increased
re-identification have been researched. The next section containsprobability of the uniqueness of records, provided the added

a survey of related work on re-identification. attributes can be related to features of the identified population.
Linkage is established through known attributes. When a de-
\<>24 locations O 48 locations A 72 Iocations‘ identified record cannot be uniquely re-identified, the process

ceases for the considered record. It appears that the trail re-

1002/" g 8 N identification problem is most related to data linkage, where it
90% 1 © = extends such a procedure into a simultaneous evaluation of a large
80% 1 N number of tables.

g 0% o . . T .
£ 60% 1 © The third method of re-identification is based on ordered
L 50% - © weighted aggregation (OWA) operators [11], which are rooted in
é 40% - a the data mining community. While record and data linkage
S 30% A require that there exist direct inferential relationships between
20% - ° attributes of two tables, this approach attempts to re-identify when
10% 1 o there are no common attributes. However, the technique requires
0% : : : : several major assumptions. First, there is an assumption that there
0 1 2 3 4 5 exist a large number of common individuals in the two datasets.
log N| Second, there exists an implicit similar structure to information in

the two tables. Third, the datasets consist of numerical data. The

procedure takes a table of records and attempts dimensionality

reduction by converting the data vector V of a record 1, ...,

V] into a new vector W of several weighted scalang,[w,, ...,

6. RELATED RE-IDENTIFICATION W], wherem < n and w; is a weighted scalar for thé"
RESEARCH parameterization of the OWA operator. The goal is to create an

There have been several methods applied to the problem of re-Ordering of the data using combinations of attributes and the
identification. Mainly, the concept has been developed with relationships of the individuals in the dataset on those
respect to three genres: record linkage, data linkage, and patterrfombinations.  Re-identification is then achieved by matching
matching with aggregation operations. The techniques of record records that have similar weighted W vectors. The tgghnlgue has
linkage were initially introduced by Newcombe [6], Felligi, and begn demonstrated to work well for the re-ldentlflcatlpn of
Sunter [2] and have been ushered into the modern statistical era@ttributes, where the data vectors are the values of an attribute for
by the work of Winkler [12]. The problem that record linkage all reco.rds. .Whlle.the claim has peen made that this teqhnlque
attempts to solve is how to automate the updating of two lists, ~¢an re-identify individual records in a table, corresponding to
andB, or the deduplicating of a single list. The process of record Subjects and not attributes, no current research disputing or
linkage corresponds to building a statistical model to classify pairs Proving this claim exists.

from the product spacexB - {M, U, C}, where M is the set of

Figure 12. Scaling of REIDIT-I to changes in increased
populations (in base 10 log scale) and number of locations.



B. Malin, L. Sweeney, and E. NewtorTrail re-identification: learning who you are from where you have beelbAP-WP12. Carnegie
Mellon University, Laboratory for International Data Privacy, Pittsburgh, PA: March 2003.

7. CONCLUDING REMARKS AND (2]

FUTURE RESEARCH
The REIDIT algorithms provide deterministic methods for
learning who (by name or explicit identity) has been where. The
methodology involves constructing trails across locations from
small amounts of seemingly anonymous or innocuous evidence

the person has been there. Trails are also constructed on placef]

where the person has left explicit information of their presence.
Identifying uniqueness and inferences across these two sets of the
trails relates information about where the person has been to who
they are.

Only binary trails were examined in this work. However, one [5]

possible extension of this research is in the design and evaluation
of models that allow for the probabilistic qualification of trail bits.
This qualification would permit an interesting optimization
problem for re-identification, allowing some locations to be
weighted more than others. Future research will also need to
address such issues as error and other kinds of incomplete and
data quality issues.

[7]

The REIDIT algorithms are challenging and timely to society.
The American public wants to feel safe and is therefore looking
for protection through various kinds of electronic surveillance
systems. An extension of the REIDIT algorithms can be used to
track when suspicious people tend to travel together or be in the

same places. (8]

The REIDIT algorithms are also important to society because
Americans are seeking more safety without compromising privacy

unnecessarily. Clearly, the REIDIT algorithms exasperate privacy [9]

concerns. The fact that trail re-identification can be done, as
evidenced by the existence of this work, informs society and data
privacy researchers of a real challenge. Currently, there is no
work documenting how particular protection schemas might
thwart the various trail re-identification methods presented herei
Because trail re-identification is a novel strategy for re-
identification, it provides a new and important direction for future
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Guaranteeing anonymity when sharing medical data, the
Datafly system. IrProc American Medical Informatics
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Privacy, Carnegie Mellon University. 2000.
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disclosure, and data access: theory and practical
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Theeuwes and J. Lane (eds), Urban Institute, DC, 2001.

n. [10] Sweeney, L. K-anonymity: A model for protecting privacy.

International Journal on Uncertainty, Fuzziness, and
Knowledge-based Systemi§(7): 557-570, 2002.

research in data privacy. The challenge is for some researchers td11] Torra, V. Re-identifying individuals using OWA operators.

attempt to thwart these approaches by improving data privacy
methods, while others try to improve their ability to learn. In this

In Proceedings of the'8International Conference on Soft
Computing lizuka, Fukuoka, Japan. 2000.

open and aggressive pursuit on both sides, we as computer[lz] Winkler, W.E. Matching and record linkagk Business

scientists can best inform society and help play a crucial role in
the debates of our time.
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