
Visit the National Academies Press online and register for...

Instant access to free PDF downloads of titles from the

Distribution, posting, or copying of this PDF is strictly prohibited without written permission of the National Academies Press. 
Unless otherwise indicated, all materials in this PDF are copyrighted by the National Academy of Sciences. 
Request reprint permission for this book

Copyright © National Academy of Sciences. All rights reserved.

10% off print titles

Custom notification of new releases in your field of interest

Special offers and discounts

NATIONAL ACADEMY OF SCIENCES

NATIONAL ACADEMY OF ENGINEERING

INSTITUTE OF MEDICINE

NATIONAL RESEARCH COUNCIL

This PDF is available from The National Academies Press at http://www.nap.edu/catalog.php?record_id=12720

ISBN
978-0-309-14207-6

182 pages
6 x 9
PAPERBACK (2010)

Biometric Recognition: Challenges and Opportunities 

Joseph N. Pato and Lynette I. Millett, Editors; Whither Biometrics 
Committee; National Research Council 

http://www.nap.edu/catalog.php?record_id=12720
http://cart.nap.edu/cart/cart.cgi?list=fs&action=buy%20it&record_id=12720&isbn=0-309-14207-5&quantity=1
http://www.nap.edu/related.php?record_id=12720
http://www.nap.edu/catalog.php?record_id=12720
http://www.addthis.com/bookmark.php?url=http%3A%2F%2Fwww.nap.edu/catalog.php?record_id=12720
http://api.addthis.com/oexchange/0.8/forward/facebook/offer?pco=tbxnj-1.0&url=http%3A%2F%2Fwww.nap.edu%2Fcatalog.php%3Frecord_id%3D12720&amp;pubid=napdigops
http://www.nap.edu/share.php?type=twitter&record_id=12720&title=Biometric%20Recognition%3A%20Challenges%20and%20Opportunities
http://api.addthis.com/oexchange/0.8/forward/stumbleupon/offer?pco=tbxnj-1.0&url=http%3A%2F%2Fwww.nap.edu%2Fcatalog.php%3Frecord_id%3D12720&pubid=napdigops
http://api.addthis.com/oexchange/0.8/forward/linkedin/offer?pco=tbxnj-1.0&url=http%3A%2F%2Fwww.nap.edu%2Fcatalog.php%3Frecord_id%3D12720&pubid=napdigops
http://www.nap.edu/
http://www.nap.edu/reprint_permission.html


Copyright  National Academy of Sciences. All rights reserved.
This summary plus thousands more available at http://www.nap.edu

Biometric Recognition: Challenges and Opportunities
http://www.nap.edu/catalog.php?record_id=12720

�

Summary

Biometrics is the automated recognition of individuals based on their 
behavioral and biological characteristics. It is a tool for establishing confi-
dence that one is dealing with individuals who are already known (or not 
known)—and consequently that they belong to a group with certain rights 
(or to a group to be denied certain privileges). It relies on the presumption 
that individuals are physically and behaviorally distinctive in a number of 
ways. Figure S.1 illustrates the basic operations of a recognition process.

Biometric systems are used increasingly to recognize individuals and 
regulate access to physical spaces, information, services, and to other 
rights or benefits, including the ability to cross international borders. 
The motivations for using biometrics are diverse and often overlap. They 
include improving the convenience and efficiency of routine access trans-
actions, reducing fraud, and enhancing public safety and national security. 
Questions persist, however, about the effectiveness of biometric systems 
as security or surveillance mechanisms, their usability and manageabil-
ity, appropriateness in widely varying contexts, social impacts, effects on 
privacy, and legal and policy implications.

The following are the principal conclusions of this study:

• Human recognition systems are inherently probabilistic, and hence 
inherently fallible. The chance of error can be made small but not elimi-
nated. System designers and operators should anticipate and plan for the 
occurrence of errors, even if errors are expected to be infrequent.

• The scientific basis of biometrics—from understanding the dis-
tributions of biometric traits within given populations to how humans 
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interact with biometric systems—needs strengthening particularly as 
biometric technologies and systems are deployed in systems of national 
importance.

• Biometric systems incorporate complex definitional, technologi-
cal, and operational choices, which are themselves embedded in larger 
technological and social contexts. Thus, systems-level considerations are 
critical to the success of biometric systems. Analyses of biometric systems’ 
performance, effectiveness, trustworthiness, and suitability should take a 
broad systems perspective.

• Biometric systems should be designed and evaluated relative to 
their specific intended purposes and contexts rather than generically. 
Their effectiveness depends as much on the social context as it does on the 
underlying technology, operational environment, systems engineering, 
and testing regimes.

• The field of biometrics would benefit from more rigorous and 
comprehensive approaches to systems development, evaluation, and 
interpretation. Presumptions and burdens of proof arising from biometric 
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FIGURE S.1 Sample operation of a general biometric system. The two basic op-
erations performed by a general biometric system are the capture and storage 
of enrollment (reference) biometric samples and the capture of new biometric 
samples and their comparison with corresponding reference samples (matching). 
This figure depicts the operation of a generic biometric system although some 
systems will differ in their particulars. The primary components for the purposes 
of this discussion are “capture,” where the sensor collects biometric data from 
the subject to be recognized; the “reference database,” where previously enrolled 
subjects’ biometric data are held; the “matcher,” which compares presented data 
to reference data in order to make a recognition decision; and “action,” where the 
system recognition decision is revealed and actions are undertaken based on that 
decision.
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recognition should be based on solid, peer-reviewed studies of the perfor-
mance of biometric recognition mechanisms.

FUNDAMENTALS OF BIOMETRIC RECOGNITION 
AND HUMAN INDIVIDUAL DISTINCTIVENESS

Biometric recognition systems are inherently probabilistic, and their 
performance needs to be assessed within the context of this fundamen-
tal and critical characteristic. Biometric recognition involves matching, 
within a tolerance of approximation, of observed biometric traits against 
previously collected data for a subject. Approximate matching is required 
due to the variations in biological attributes and behaviors both within 
and between persons.1 Consequently, in contrast to the largely binary 
results associated with most information technology systems, biometric 
systems provide probabilistic results.

There are numerous sources of uncertainty and variation in biometric 
systems, including the following:

• Variation within persons. Biometric characteristics and the informa-
tion captured by biometric systems may be affected by changes in age, 
environment, disease, stress, occupational factors, training and prompt-
ing, intentional alterations, sociocultural aspects of the situation in which 
the presentation occurs, changes in human interface with the system, and 
so on. As a result, each interaction of the individual with the system (at 
enrollment, identification, and so on) will be associated with different bio-
metric information. Individuals attempting to thwart recognition for one 
reason or another also contribute to the inherent uncertainty in biometric 
systems.

• Sensors. Sensor age and calibration, how well the interface at any 
given time mitigates extraneous factors, and the sensitivity of sensor per-
formance to variation in the ambient environment (such as light levels) 
all can play a role.

• Feature extraction and matching algorithms. Biometric characteristics 
cannot be directly compared but require stable and distinctive “features” 
to first be extracted from sensor outputs. Differences in feature extraction 
algorithms affect performance, with effects sometimes aggravated by 
requirements for achieving interoperability among proprietary systems. 
Differences between matching algorithms and comparison scoring mecha-

1 For example, each finger of each person will generate a different fingerprint image every 
time it is observed due to presentation angle, pressure, dirt, moisture, different sensors, and 
so on. Thus each person can produce a large number of different impressions from a single 
finger—many of which will be close enough that good algorithms can match them to the 
correct finger source.
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nisms, and how these interact with the preceding sources of variability of 
information acquired and features extracted, also contribute to variation 
in performance of different systems.

• Data integrity. Information may be degraded through legitimate 
data manipulation or transformation or degraded and/or corrupted 
owing to security breaches, mismanagement, inappropriate compression, 
or some other means. It may also be inappropriately applied to a context 
other than the one for which it was originally created, owing to mission 
creep (for example, using the data collected in a domain purely for the 
sake of convenience in a domain that demands high data integrity) or 
inappropriate re-use of information (for instance, captured biometric 
information might be incorrectly assumed to be of greater fidelity when 
transferred to a system where higher fidelity is the norm).

Many gaps exist in our understanding of the nature and extent of 
distinctiveness and stability of biometric traits across individuals and 
groups. No biometric characteristic is known to be entirely stable and 
distinctive across all groups. Biometric traits have fundamental statisti-
cal properties, distinctiveness, and differing degrees of stability under 
natural physiological conditions and environmental challenges, many 
aspects of which are not well understood, especially at large scales. Com-
plicating matters, the underlying biological properties and distribution of 
biometric traits in a population are generally observed only through filters 
interposed by measurement processes and instruments and subsequent 
biometric feature extraction.

Thus, the development of a science of human individual distinctive-
ness is essential to effective and appropriate use of biometric recognition. 
Better understanding of biometric traits in human beings could be gained 
by carefully designed data collection and analysis. The biological under-
pinnings of physical distinctiveness and the stability of many biometric 
characteristics under natural physiological conditions and environmental 
challenges require further justification from basic biological and empirical 
studies. Importantly, the underlying distinctiveness of a biometric trait 
cannot be assessed apart from an understanding of the stability, accuracy, 
and inherent variability of a given measure.

Another fundamental characteristic of biometric recognition is that 
it requires decision making under uncertainty by both the automated 
recognition system and the human interpreters of its results. A biometric 
match represents not certain recognition but a probability of correct recog-
nition, while a nonmatch represents a probability rather than a definitive 
conclusion that an individual is not known to the system. That is, some 
fraction of results from even the best-designed biometric system will be 
incorrect or indeterminate: both false matches and false nonmatches will 
occur. Moreover, assessing the validity of the match results, even given 
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this inherent uncertainty, requires knowledge of the population of users 
who are presenting to the system—specifically, what proportions of those 
users should and should not match. Even very small probabilities of mis-
recognitions—the failure to recognize an enrolled individual or the recog-
nition of one individual as another—can become operationally significant 
when an application is scaled to handle millions of recognition attempts. 
Thus, well-articulated processes for verification, mitigation of undesired 
outcomes, and remediation (for misrecognitions) are needed, and pre-
sumptions and burdens of proof should be designed conservatively, with 
due attention to the system’s inevitable uncertainties.

Principle: Users and developers of biometric systems should recognize 
and take into account the limitations and constraints of biometric sys-
tems—especially the probabilistic nature of the underlying science, the 
current limits of knowledge regarding human individual distinctiveness, 
and the numerous sources of uncertainty in biometric systems.

BIOMETRIC SYSTEMS AND TRUSTWORTHINESS

Systems that perform biometric recognition exist within a constel-
lation of other authentication and identification technologies and offer 
some distinct capabilities and challenges. Authentication technologies are 
typically based on one of three things: something the individual knows, 
such as a password; something the individual has, such as a physical 
key or secure token; and something the individual is or does.2 Biometric 
technologies employ the last of these. Unlike password- or token-based 
systems, biometric systems can function without active input, user coop-
eration, or knowledge that the recognition is taking place.

Biometric systems, therefore, are not a general replacement for other 
authentication technologies, although combining biometric approaches 
with other methods can augment security in those applications where 
user cooperation can be inferred.

One important difference between biometric and other authentication 
technologies, such as tokens or passwords, is that these other technologies 
place trust in cooperative users, allowing them to produce what they pos-
sess or demonstrate what they know (through dependence on the user’s 
safekeeping of a card or password). But these other forms of authentica-
tion do not protect against the sharing or transfer of the token or secret, 

2 Federal Information Processing Standards 48, “Guidelines on Evaluation of Techniques 
for Automated Personal Identification,” was published in 1977 and was one of the first such 
treatments of authentication.
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whereas biometric traits are tied to an individual3—specifically something 
an individual is or does.4 Unintended disclosure of biometric data, how-
ever, may lead to more serious consequences or to consequences that are 
more difficult to remediate than the loss of a token or exposure of a pass-
word. Another important difference is that because they are probabilistic, 
biometric systems are particularly vulnerable to deliberate attempts to 
undermine confidence in their reliability, and discussions of probabilistic 
uncertainty can easily be twisted into a suggestion that biometric systems 
are unreliable.

Security challenges for biometric systems can be seen as stemming 
from two different views of such systems: (1) the use of biometric systems 
as a security mechanism to protect information systems or other resources 
and (2) vulnerabilities of the biometric system itself. First, it is necessary 
to determine if a biometric system is an appropriate component for the 
application at hand at all. One needs to specify the problem to be solved 
by a particular biometric system in order to adequately assess its effective-
ness and deal with the consequences of deployment.5 Conducting a threat 
analysis and developing threat models for the system that incorporates 
analysis of feasibility of threats against the resource being protected and 
against the system doing the protecting is an important component of 
understanding the problem. Decisions about whether and how to incor-
porate biometric approaches should consider their appropriateness and 
proportionality given the problem to be solved and the merits and risks 
of biometrics relative to other solutions6 and need to be considered by the 
broader information security community as well as within the biometrics 
community.

Second, biometric systems (and not merely the resources they are 
protecting) are themselves vulnerable to attacks aimed at undermining 
their integrity and reliability. For password- or token-based systems, a 
breach can usually be remediated by issuing a new password or token. 

3 While it is possible to copy or mimic some biometric traits, it is generally more difficult 
to produce such a trait and present it to a supervised sensor than to share a password or 
token. If the system is unsupervised, an attacker may not need to spoof the trait physically; 
he might have a copy of the bit string or the reference, which would make such an attack 
no more difficult than compromising other forms of recognition.

4 More precisely, biometric authentication is a binary hypothesis test where the hypothesis 
is that the biometric sample input matches—to a degree of certainty—the claimed biometric 
reference enrollment. The overall system then uses the matching results to accept or reject 
this hypothesis.

5 See National Research Council, Who Goes There? Authentication Through the Lens of Pri�acy 
(2003) and IDs—Not That Easy (2002) for discussions of the need to understand the problem 
that a system is trying to solve in order to evaluate the system’s effectiveness.

6 For example, the problem of managing members’ access to a local health club merits 
different kinds of analysis than does handling customs and immigration at a major inter-
national airport.
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However, it is generally not possible to replace a biometric trait that has 
been compromised. This is complicated by the fact that the same biomet-
ric trait can be used by different systems, and weaknesses in one system 
could lead to the compromise of the biometric trait for use in another 
system. Furthermore, such traits are not secret—we expose them in the 
course of everyday life. For example, we leave fingerprints on many sur-
faces we touch, faces can be photographed, and voices can be recorded. 
However, it is as difficult for an impostor to grow a set of fingerprints 
matching those stolen as it is for the person they were stolen from to 
grow a new and different set. It is, accordingly, essential to validate that a 
trait presented to gain recognition truly belongs to the subject and is not 
being synthesized by an imposter. This often requires a human opera-
tor to observe the subject’s presentation of the trait—which significantly 
constrains remote or distributed applications of biometrics. Automated 
verification that a living person is presenting what could conceivably be 
a synthesized artifact might be sufficient in some applications but would 
not substitute for human supervision where high degrees of confidence 
are required.

It is important to manage the trustworthiness of the entire process 
rather than focusing on evaluation of the proffered biometric character-
istic. Systems using biometric recognition are typically designed with 
alternative procedures for use when a sensor fails or an individual lacks 
the biometric trait. Adversaries may attempt to force the system into fail-
ure modes to evade or accomplish recognition, implying that secondary 
screening procedures should be just as robustly designed as the main pro-
cedure. One potential way to improve recognition would be to use multi-
ple biometric modalities and other demographic data to narrow the search 
space. This approach might have other advantages, such as expanding 
population coverage beyond that afforded by a single biometric and 
reducing vulnerability to spoofing attacks. It might have disadvantages, 
as well, including increasing the complexity and cost of the system. There 
are also issues related to the architecture and operation of multibiometrics 
systems as well as questions of how best to model such systems and then 
use the model to drive operational aspects. Understanding any statistical 
dependencies is critical when using multibiometrics.

TESTING, DESIGN, AND DEPLOYMENT

Although traditional biometrics testing tends to focus on the match 
performance for a test data set, experience from many domains suggests 
that process and quality control should be analyzed for the complete 
system life cycle. Methods used successfully for the study and improve-
ment of systems in other fields such as manufacturing and medicine 
(for example, controlled observation and experimentation on operational 
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systems guided by scientific principles and statistical design and monitor-
ing) should be used in developing, maintaining, assessing, and improv-
ing biometric systems. One especially important lesson is that testing 
methods and results should be sufficiently open to allow independent 
assessment.

Although laboratory evaluations of biometric systems are highly 
useful for development and comparison, their results often do not reli-
ably predict field performance. Operational testing and blind challenges 
of operational systems tend to give more accurate and usable results 
than developmental performance evaluations and operational testing in 
circumscribed and controlled environments. Although the international 
standards community has made progress in developing a coherent set of 
best practices for technology and scenario testing, guidelines for opera-
tional testing are still under development.7 Designing a system and tests 
that can cope with ongoing data collection, particularly at scale, is a chal-
lenge making it difficult for a potential user of biometrics to determine 
how well a vendor’s technology might operate in that user’s applications 
or to measure improvements in the system’s performance.

Principle: Efforts to determine best practices for testing and evaluating 
existing and new biometric systems should be sustained and expanded. 
Careful consideration should be given to making the testing process open, 
allowing assessment of results and quality measures by outside parties 
when appropriate. The evaluation of a system’s effectiveness needs to 
take into account the purpose for which the system was developed and 
how well field conditions were matched.

It is essential to take a broad systems view when assessing the perfor-
mance of biometric systems. Both enthusiasm for biometric recognition 
and concerns about it tend to focus narrowly on behavioral and biological 
characteristics, human interactions with biometric sensors, or how infor-
mation collected will be used. Yet the effective use of biometrics involves 
more than simply engineering a system to provide these basic capabilities. 
Achieving automated recognition involves the proper functioning of a 
broader system with many elements, including the human sources of data, 
human operators of the system, the collection environment(s), biometric 
sensors, the quality of the system’s various technological components, the 
human-sensor-environment interaction, biometric reference information 
databases and the quality and integrity of the data therein, the system’s 
security and availability, the system’s communications network(s), and 
the system’s failure-handling and error-recovery processes.

7 As of this writing, ISO/IEC Standard 19795-6 for operational testing is under develop-
ment by ISO/IEC JTC1 SC37.
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Successful deployments have good project management and defini-
tion of goals, alignment of biometric capabilities with the underlying 
need and operational environment, and a thorough threat and risk analy-
sis. Failure is often rooted in a lack of clarity about the problem being 
addressed, lack of a viable business case, inappropriate application of bio-
metrics where other technologies would work better, inappropriate choice 
of biometric technologies, insensitivity to user perceptions and usability 
requirements, inadequate support processes and infrastructure, and/or 
poor understanding of population issues among those to be recognized. 
User behavior, attitudes, and system usability contribute to misrecogni-
tions, and how incorrect or indeterminate results are handled contributes 
to whether a system’s goals are met.

The probabilistic nature of biometric systems makes them especially 
sensitive to how well exception mechanisms are implemented. In particu-
lar, the inevitable false matches, false nonmatches, and failures to enroll 
are likely to stress other portions of the system that have been put in place 
to compensate when such errors occur. Field error rates are likely to be 
higher than laboratory testing suggests, poor exception processes can 
negate benefits, and extrapolation of functions in one context to another 
context may be inappropriate.

Biometric systems should be designed to anticipate the development 
and adoption of new advances and standards, modularizing components 
that are likely to become obsolete, such as biometric sensors and matcher 
systems, so that they can be easily replaced. A life-cycle approach such as 
this requires understanding and taking into account the capabilities and 
limitations of biometric technologies and devices. Some of the factors 
that may compromise later use if systems are not backwards-compatible 
include degradation of data through transformations due to system inter-
connection or changes in technology and reuse of data in unanticipated 
applications. Exception policies, data quality threshold settings, and the 
consequences of false matches and false nonmatches may need adjust-
ment over the life of a deployment, and provisions for such adjustments 
should be included in the system design. Training and outreach materials 
for a nonscientific audience are needed, along with strategies for dissemi-
nation to system operators. A life-cycle-oriented approach should also be 
flexible enough to manage the unexpected reactions of users, operators, 
or other stakeholders.

Principle: Best practices are needed for the design and development of 
biometric systems and the processes for their operation. To scale effi-
ciently to mass applications, these best practices should include require-
ments for system usability, initial and sustained technical accuracy and 
system performance, appropriate exception handling, and consistency of 
adjudication at the system level. Best practices should allow for incorpo-
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ration of scientific advances and be auditable throughout the life of the 
system.

System requirements can range widely depending on the user con-
text, the application context, and the technology context. Issues related to 
the user context include motivations for using the system, users’ aware-
ness of their interactions with a system, and training and habituation 
to its use. Issues related to the application context include whether the 
system is supervised by human staff, whether it is being used to verify a 
positive recognition claim or a negative one, whether the population to 
be recognized is an open or closed group, and whether testing the claim 
requires one comparison or many. Issues related to the technology context 
include whether the environment (say, the lighting) is controlled, whether 
the system is covert or overt, passive or active (requiring interaction with 
the subject), how quickly users need to be processed, and the error rates 
required (based, for instance, on the consequence of errors). The issues 
related to these contexts should affect the system design, development, 
and deployment. In particular, the wide variety of options for a biometric 
system encompassed above make clear that the incorporation of biomet-
rics in a system in and of itself says very little about the requirements or 
usage expectations of that system.

Principle: Requirements have critical implications for the design and 
development of human recognition systems and whether and how bio-
metric technologies are appropriately employed. Requirements for sys-
tems can vary widely, and assessment and evaluation of the effectiveness 
of a given system need to take into account the problem and context it 
was intended to address.

SOCIAL, CULTURAL, AND LEGAL CONSIDERATIONS

Although biometric systems can be beneficial, the potentially lifelong 
association of biometric traits with an individual, their potential use for 
remote detection, and their connection with identity records may raise 
social, cultural, and legal concerns. When used in contexts where indi-
viduals are claiming enrollment or entitlement to a benefit, biometric 
systems could disenfranchise people who are unable to participate for 
physical, social, or cultural reasons. For these reasons, the use of biomet-
rics—especially in applications driven by public policy, where the affected 
population may have little alternative to participation—merits careful 
oversight and public discussion to anticipate and minimize detrimental 
societal and individual effects and to avoid violating privacy and due 
process rights.

Social, cultural, and legal issues can affect a system’s acceptance by 
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users, its performance, or the decisions on whether to use it in the first 
place—so it is best to consider these explicitly in system design. Clearly, 
the behavior of those being enrolled and recognized can influence the 
accuracy and effectiveness of virtually any biometric system, and user 
behavior can be affected by the social, cultural, or legal context. Likewise, 
the acceptability of a biometric system depends on the social and cultural 
values of the participant populations. A careful analysis and articulation 
of these issues and their trade-offs can improve both acceptability and 
effectiveness. Moreover, the benefits arising from using a biometric sys-
tem may flow to particular individuals or groups, sometimes only at the 
expense of others—for example, a building’s owner might be more secure 
but at the cost of time and inconvenience to those who wish to enter the 
building—making calculating these trade-offs more difficult.

Fundamental to most social issues surrounding biometric recognition 
is the tight link between an individual’s biometric traits and data record, 
which can have positive and negative consequences. These consequences 
can affect the disposition of a target population toward a particular appli-
cation. The potential for disenfranchisement means that some could be 
excluded from the benefits of positive claim systems, including access to 
buildings and information or qualification for jobs or insurance. Policies 
and interfaces to handle error conditions such as failure to enroll or be 
recognized should be designed to gracefully avoid violating the dignity, 
privacy, or due process rights of the participants. In addition, the potential 
for abuse of power is a cause for concern. Many fear misuse of identifi-
cation technology by authorities (from data compromise, mission creep, 
or use of a biometric for other than specified purposes). To be effective, 
biometric deployments need to take these fears seriously.

Some biometric systems are designed to recognize and track individu-
als without their knowledge. Covert identification has not been widely 
deployed, but its potential use raises deep concerns. Although the bio-
metrics industry has at times dismissed such concerns, biometric systems 
could win broader acceptance if more attention were paid to the target 
community’s cultural values.

Biometric recognition raises important legal issues of remediation, 
authority, and reliability, and, of course, privacy. The standard assump-
tions of the technologists who design new techniques, capabilities, and 
systems are very different from those embedded in the legal system. Legal 
precedent on the use of biometric technology is growing, with some key 
cases going back decades,8 and other more recent cases9 having raised 
serious questions about the admissibility of biometric evidence in court.

8 Cases include U.S. �. Dionisio (U.S. Supreme Court, 1973) and Perkey �. Department of Mo-
tor Vehicles (California Supreme Court, 1986).

9 Such as Maryland �. Rose (Maryland Circuit Court, 2007).
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Remediation is one way of dealing with fraudulent use of biometrics 
(such as identity fraud or altering biometric reference data). Remediation 
also deals with individuals denied their due rights or access because of 
an incorrect match or nonmatch. Policy and law should not only address 
the perpetrators of fraud but also induce system owners to minimize 
misuse of biometric samples and to maximize appropriate monitoring of 
biometric sample presentation at enrollment and participation.

The reliability of biometric recognition is clouded by the presump-
tion of near-infallibility promoted by popular culture. Such presump-
tions could make contesting improper identifications excessively difficult. 
Conversely, if all evidence must be up to the standards implied by certain 
popular culture phenomena, unreasonable difficulties could be faced in 
cases lacking sufficient resources or evidence to meet those standards.

The courts have sometimes taken the view that an individual’s expec-
tation of privacy is related to the ubiquity of a technical means, which 
implies that the legal status of challenges to biometric technologies could 
be affected by the commonality of their use.

Principle: Social, legal, and cultural factors can affect the acceptance and 
effectiveness of biometric systems and should be taken into account in 
system design, development, and deployment. Notions of proof related 
to biometric recognition should be based on solid, peer-reviewed studies 
of system accuracy under many conditions and for many persons reflect-
ing real-world sources of error and uncertainty in those mechanisms. 
Pending scientific consensus on the reliability of biometric recognition 
mechanisms, a reasonable level of uncertainty should be acknowledged 
for biometric recognition. There may be a need for legislation to protect 
against the theft or fraudulent use of biometric systems and data.

ELEMENTS OF A NATIONAL RESEARCH 
AND PUBLIC POLICY AGENDA

Given the concerns about homeland security, confidentiality of propri-
etary information, and fraud in general, biometric recognition is becoming 
a routine method of recognizing individuals. If there is a pressing public 
policy need for which biometric systems are the most appropriate solu-
tion, understanding the science and technology issues is critical. As the 
preceding discussions should make clear, many questions remain.

The committee believes that more research into performance and 
robustness is needed. The lack of well-defined operational best practices 
based on solid science may allow governments and private organizations 
to issue overly vague or unrealistic mandates for biometric programs 
leading to poorly targeted oversight, delayed and troubled programs, 
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excessive costs due to under- or overspecification of requirements, and 
failed deployments.

In short, the scientific basis of biometrics should be strengthened. 
Basic research should be done on the stability and distinctiveness of bio-
metric traits; the control of environmental noise when acquiring samples; 
the correlation of biometric traits with private information, including 
medical conditions; and the demographic variability of biometric traits. 
Many fields of inquiry are relevant, even integral, to deepening the sci-
ence of biometric recognition, including sensor design, signal processing, 
pattern recognition, human factors, statistics and biostatistics, computer 
systems design, information security, operations research, economics, 
politics, applied psychology, sociology, education, and the law.

Biometric systems perform well in many existing applications, but 
biometric capabilities and limitations are not yet well understood in very 
large scale applications involving tens of millions of users. Questions 
remain about whether today’s biometric systems are sufficiently robust, 
able to handle errors when the consequences are severe. Although fin-
gerprinting technology has been applied on a large scale for decades in 
law enforcement, human experts are available in this application to help 
process noisy or difficult samples. Even so, there have been a few high-
profile misidentifications with serious ramifications. It remains to be seen 
if fully automatic biometric systems can meet performance requirements 
as the number and scale of deployments increase.

As mentioned above, a scientific basis is needed for the distinctive-
ness and stability of various biometric traits under a variety of collection 
processes and environments and across a wide population over decades. 
How accurately can a biometric trait be measured in a realistic operating 
environment? The individuality of biometric traits, their long- and short-
term physiological and pathological variability, and their relationship to 
the providing population’s genetic makeup, health, and other private 
attributes all merit research attention, which will require extensive data 
collection. The privacy protections to be afforded participants in such 
data collection need to be clearly outlined.

Improvements to biometric sensors and to the quality of the data 
acquired are crucial to minimizing recognition errors. Sensors should be 
made usable by a wider range of individuals in more environments and 
should be able to capture more faithfully (that is, with higher resolutions 
and with lower noise) underlying biometric traits of more than one kind 
in adverse situations and at a distance. Because many applications involve 
large numbers of sensors, attention should be paid to the development 
of low-cost but high-quality sensors. Additional areas meriting attention 
include representation and storage improvements and match-algorithm 
improvements.
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Understanding how users interact with systems also merits further 
attention. The characteristics of the subject population, their attitudes and 
level of cooperation, the deployment environment, and procedures for 
measuring performance can all affect the system. Consequently, observa-
tion and experimentation in operational systems are required to under-
stand how well biometric applications satisfy their requirements. Because 
of the challenges inherent in closely observing individuals, with or with-
out their cooperation, human factors are critical to the design of processes 
for monitoring subjects and operators when assessing the effectiveness of 
a biometric system.

Another area where research is required is in the systems’ view of 
biometric recognition, encompassing social, legal, and cultural aspects. 
Related are social implications of biometric recognition on a large scale. 
Research is needed, too, on the distinctive information security problems 
of biometric systems, such as defense against attacks by individuals using 
fake or previously captured biometric samples and the concealment of 
biometric traits, and on the protection of biometric reference databases. 
Decision analysis and threat modeling are other critical areas requiring 
research advances.

The U.S. government has created or funded several interdisciplin-
ary, academically based research programs that provide a foundation for 
future work. Research support should aim for greater involvement of 
scientists and practitioners from relevant disciplines in biometric research, 
and studies should be published in the open, peer-reviewed scientific 
literature, with their stringently deidentified biometric samples made 
widely available to other researchers. A clearinghouse would facilitate 
efforts toward identifying standards implementation and interoperability 
issues, characterizing common elements of successful implementations, 
cataloging lessons learned, and maintaining data as input for testing 
product robustness and system performance.

Principle: As biometric recognition is deployed in systems of national 
importance, additional research is needed at virtually all levels of the 
system (including sensors, data management, human factors, and testing). 
The research should look at a range of questions from the distinctiveness 
of biometric traits to optimal ways of evaluating and maintaining large 
systems over many years.
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Preface

In a variety of government and private domains biometric recognition 
is being promoted as a technology that can help identify terrorists, pro-
vide better control of access to physical facilities and financial accounts, 
and increase the efficiency of access to services and their utilization. Bio-
metric recognition has been applied to identification of criminals, patient 
tracking in medical informatics, and the personalization of social services, 
among other things. In spite of substantial effort, however, there remain 
unresolved questions about the effectiveness and management of systems 
for biometric recognition, as well as the appropriateness and societal 
impact of their use. Moreover, the general public has been exposed to 
biometrics largely as high-technology gadgets in spy thrillers or as fear-
instilling instruments of state or corporate surveillance in speculative 
fiction.

Now, at the beginning of the second decade of the twenty-first cen-
tury, biometric technologies appear poised for broader use. Increased 
concerns about national security and the tracking of individuals as they 
cross borders have caused passports, visas, and border-crossing records 
to be linked to biometric data. A focus on fighting insurgencies and ter-
rorism has led to the military deployment of biometric tools to enable 
recognition of individuals as friend or foe. Commercially, finger-imaging 
sensors, whose cost and physical size have been reduced, now appear on 
many laptop personal computers, handheld devices, mobile phones, and 
other consumer devices.
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In 2001 the Computer Science and Telecommunications Board (CSTB) 
of the National Research Council (NRC) formed a committee whose 2003 
report Who Goes There? Authentication Through the Lens of Pri�acy, consid-
ered several authentication technologies, one of which was biometrics. 
After the publication of that report, the CSTB held several discussions 
with various federal agencies interested in biometrics. Jonathon Phil-
lips (then at the Defense Advanced Research Projects Agency (DARPA)), 
Gary Strong (then at the Department of Homeland Security (DHS)), and 
Andrew Kirby (of the Central Intelligence Agency (CIA)) actively partici-
pated in the discussions and helped to move them forward. The discus-
sions resulted in agreement to undertake this comprehensive assessment 
of biometrics (see Appendix C for the project’s original statement of task). 
Funding for the project was obtained from DARPA and from the CIA 
and the DHS with assistance from the National Science Foundation. The 
Whither Biometrics Committee was formed to conduct the study.

The Whither Biometrics Committee consisted of 13 members1 from 
industry and academia who are experts in different aspects of distrib-
uted systems, computer security, biometrics (of various flavors), systems 
engineering, human factors, the law, and statistics, as well as in com-
puter science and engineering (see Appendix A for committee and staff 
biographies).

Early in the study the committee organized a public workshop. 
Held on March 15 and 16, 2005, in Washington, D.C., the workshop 
was attended by members of industry, government, and academia and 
reported on by the committee in Summary of a Workshop on the Technology, 
Policy, and Cultural Dimensions of Biometric Systems.2 In the course of the 
study, inputs were gathered on the challenges, capabilities, and require-
ments of biometric systems as well as related policy and social questions. 
This report draws on what was learned at the workshop and in subse-
quent briefings to the committee.

The report makes two main points. First, developers and analysts of 
biometric recognition systems must bear in mind that such systems are 
complex and need to be addressed as such. Second, biometric recognition 
is an inherently probabilistic endeavor. The automated recognition of indi-
viduals offered by biometric systems must be tempered by an awareness 
of the uncertainty associated with that recognition. Uncertainty arises in 
numerous ways in biometric systems, including from poor or incomplete 

1 Delores Etter was originally a member of the committee but resigned when she was ap-
pointed Assistant Secretary of Research, Development, and Acquisition for the U.S. Navy.

2 National Research Council, Summary of a Workshop on the Technology, Policy, and Cultural 
Dimensions of Biometric Systems, Kristen Batch, Lynette I. Millett, and Joseph N. Pato, eds., 
The National Academies Press, Washington, D.C. (2006).
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understanding of the distinctiveness and stability of the traits measured 
by biometric systems; the difficulty of characterizing the probability that 
an imposter will attack the system; and even the attitudes of the subjects 
using the systems—subjects who may have become conditioned by fic-
tional depictions to expect, or even fear, that recognition will be perfect. 
Consequently, even when the technology and the system it is embedded 
in are behaving as designed, there is inevitable uncertainty and risk of 
error. The probabilistic nature of biometric systems also means that the 
measured characteristics of the population of intended users (those the 
system is designed to recognize) matter and affect design and implemen-
tation choices.

This report elaborates on these themes in detail and is aimed at a 
broad audience, including policy makers, developers, and researchers. 
For policy makers, it seeks to provide a comprehensive assessment of bio-
metric recognition that examines current capabilities, future possibilities, 
and the role of government in technology and system development. For 
developers and researchers, the report’s goals are to articulate challenges 
posed by understanding and developing biometric recognition systems 
and to point out opportunities for research. Building on CSTB’s work 
on authentication technologies and privacy, it explores the technical and 
policy challenges associated with the development, evaluation, and use 
of biometric technologies and systems that incorporate them.

The committee members brought different and complementary per-
spectives to their efforts as they deliberated and solicited input from 
a number of other experts. The committee held six plenary meetings, 
including the workshop. It thanks the many individuals who contributed, 
including the project sponsors that enabled this activity. The committee 
also conducted three site visits, one to the Boston Police Department’s 
Identification Center, one to the U.S. Naval Academy, and another to 
Walt Disney World. The committee thanks those who came and briefed 
the committee at those meetings and site visits: Andrew Kirby, Joseph 
Kielman, John Atkins, Martin Herman, Duane Blackburn, Jean-Christophe 
Fondeur, James Matey, Sharath Pankanti, Jonathon Phillips, David Scott, 
George Doddington, Michele Freadman, Patrick Grother, Austin Hicklin, 
Nell Sedransk, Tora Bikson, David Kaye, Lisa Nelson, Peter Swire, Joseph 
Atick, Rick Lazarick, Tony Mansfield, Marek Rejman-Greene, Valorie 
Valencia, Cynthia Musselman, William Casey, Patty Cogswell, Neal 
Latta, K.A. Taipale, John Woodward, Jim Dempsey, Ari Schwartz, Michael 
Cherry, Mike Labonge, Richard Nawrot, Diane Ley, John Schmitt, Michael 
Wong, Vance Bjorn, Betty LaCrois, Ken Fong, Joseph Dahlbeck, Dennis 
Treece, and Lynne Hare. It appreciates briefers’ willingness to answer the 
questions they were asked and is grateful for their insights. Additional 
information was garnered from reviewing the published literature and 
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obtaining informal input at various conferences and other meetings. Input 
was also derived from committee members during the course of their 
professional activities outside the committee’s work.

It is with great sadness that we mourn the passing of our colleague 
and fellow committee member Steven Goldberg, who died just prior to 
this report’s publication. He was a valued member of our study team. 
His insights on science and the law and his collegial and constructive 
approach to interdisciplinary work are greatly missed.

 We thank the sponsors who enabled this project, the reviewers whose 
constructive criticism improved the report, and the editor Liz Fikre for 
her help in refining the final draft of the report. The committee is grateful 
to the CSTB staff members whose work has made this report possible. 
The committee thanks Jon Eisenberg for his extensive helpful feedback 
throughout the process, Margaret Huynh for impeccable coordination of 
logistics, Kristen Batch for her work in assisting with our earlier work-
shop report, and Ted Schmitt, who helped structure early drafts of the 
final report. Finally, we thank Lynette Millett, Senior Program Officer, 
who has ably guided this project as study director from its inception and 
was essential to completing our work.

Joseph N. Pato, Chair
Whither Biometrics Committee 
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